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Abstract. As Industrial Control Systems (ICS) and standard IT net-
works are becoming one heterogeneous entity, there has been an increas-
ing effort in adjusting common security tools and methodologies to fit
the industrial environment. Fingerprinting of industrial devices is still
an unexplored research field. In this paper we provide an overview of
standard device fingerprinting techniques and an assessment on the ap-
plication feasibility in ICS infrastructures. We identify challenges that
fingerprinting has to face and mechanisms to be used to obtain reliable
results. Finally, we provide guidelines for implementing reliable ICS fin-
gerprinters.
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1 Introduction

Power plants and industrial facilities have used industrial control systems for
a long time and, until few decades ago, ICS has not significantly changed its
architecture and protocols. In the last decade, ICS infrastructure increasingly
opened up to standard IT networks. The advantage of this decision is twofold.
First, a complex infrastructure previously running only on-site became easily
accessible from remote premises by engineers. Second, the possibility to use the
TCP/IP protocol suite and COTS (Commercial Off-the-Shelf) components re-
duces design time and costs [1]. However, this change has resulted in an increase
of cyber-threats for ICS infrastructures. The situation endangers both the secu-
rity of the ICS system and of the supervised physical process [1] [2]. For example,
Stuxent and Flame malwares exploit Windows vulnerabilities to damage or steal
information from industrial systems.

ICS and standard IT networks nowadays resemble more as they are using
common protocols and devices. Researchers have been working on adapting se-
curity methodologies and tools previously used only in standard IT. Some of the
applications include: firewalls, IDS (Intrusion Detection Systems), IPS (Intru-
sion Prevention Systems) as well as forensics, system discovery and vulnerability
assessment applications.



In the IT field, fingerprinting is a set of activities for automatic system dis-
covery. Fingerprinting tools exploit different information to identify devices, soft-
ware and processes inside a computer network. Fingerprinting is an important
building block of many security related activities and it is often used in unknown
IT environments. For example, penetration testing methodologies state that sys-
tem discovery, including device fingerprinting, is often the first step towards vul-
nerability identification [3]. Moreover, fingerprinting is used to support security
systems in order to increase the accuracy of the assessments (i.e. together with
intrusion prevention or detection systems).

For the ICS context, a reliable technique to recognize devices can be use-
ful to improve industrial penetration testing techniques and security checks.
Fingerprinting tools can be used to measure the level of knowledge about ICS
components that can be obtained by the attackers from the network. Moreover,
ICS operators can use fingerprinting to check their network verifying the absence
of deviations from its standard configuration.

Problem Fingerprinting techniques are not commonly supported in ICS envi-
ronments. Comprehensive studies on ICS fingerprinting still do not exist. This
is mainly because ICS environments experience different operational conditions
compared from traditional IT networks (e.g. operate on proprietary protocols,
specific embedded devices, etc.).

Contribution In this paper we analyze challenges and opportunities for perform-
ing network-based device fingerprinting in ICS. In particular, our contributions
are:

1. we perform a comprehensive analysis of traditional fingerprinting techniques
to identify steps that are common to all approaches.

2. we analyze the applicability of common fingerprinting techniques in the ICS
domain.

3. we build a reference model that highlights which ICS features can be used
to build reliable network fingerprints.

2 Background

In this section we present concepts and terminology that will be used in the
remaining of the paper.

2.1 ICS Overview

ICS is a term generally used to indicate several types of control systems used
in industrial production and aimed at monitoring and controlling physical pro-
cesses. ICSs include “Distributed Control Systems” (DCS) and “Supervisory
Control And Data Acquisition” (SCADA). DCSs are locally deployed systems
with the only purpose of gathering information and presenting it to control engi-
neers. On the other hand, SCADA systems are usually extended to geographical



scale and collect data from different locations implementing complex mechanisms
of process control.

ICS networks are often divided in two main sub-networks: the Field Network
and the Process Network. The first hosts devices close to the physical process.
As outlined in [4], such devices are: Sensors, Actuators, Programmable Logic
Controllers (PLCs) and Remote Terminal Units (RTUs).

The Process Network contains the servers used to manage industrial pro-
cesses. According to [5], it typically hosts: SCADA Servers, Distributed Control
Servers (DCS Servers), the Human Machine Interface (HMI), the Engineer’s
Workstation, Historian Servers.

Industry and critical infrastructures have used serial communications for
years. Today, TCP and IP are becoming increasingly important and involved
in ICSs. This change has three main advantages both at business and network
management level. First, the two systems can share network infrastructures re-
ducing costs for communication lines and exploit cheaper TCP /IP-based com-
ponents. Second, common elements such as network, database, and security can
be managed by the same trained experts [6]. Finally, there is a much easier
communication and information flow between corporate offices and plants per-
sonnel [7]. On the other hand, there are also disadvantages. Several IT threats
now affect also ICS systems. Stuxnet and Flame are two main examples. Both
malwares exploit Windows vulnerabilities to attack or steal information from
industrial systems. More generally, works as [8] identify how Internet worms are
now concrete threats for ICSs.

2.2 Device Fingerprinting

Device fingerprinting is a set of activities aimed at describing hardware and soft-
ware components on a computer network. There are two type of fingerprinting
techniques: active and passive. Active fingerprinting actively queries the system
to obtain a set of information required to define the fingerprint. Passive fin-
gerprinting acquires information in a less intrusive way by only observing the
existing communication. An active fingerprinter can collect all the information
necessary for describing a fingerprint therefore, this approach has higher chances
to succeed.

There are two main scenarios in which fingerprinting plays an important role:
penetration testing and infrastructure protection. Penetration testing method-
ologies always present such activities as the first step towards vulnerability iden-
tification [3] (e.g. tools like Nmap [9], POf [10], or XProbe2++ [11] are widely
used for this purpose). Also Nessus [12] implements several fingerprinting meth-
ods. Fingerprinting tools provide different information regarding operating sys-
tems and applications running on network hosts (e.g. OS and services versions).
The analysis allows pentesters to organize and tune following attacks. The liter-
ature proposes also to use fingerprinting together with common security systems
(e.g. IPSs, IDSs, and spam filters) to improve their effectiveness and accuracy.
For example, CISCO IPSs can leverage passive OS fingerprinting and OS map-
pings on a host to determine the relevance of a specific attack signature [13].



Within an IDS, fingerprinting could be an additional method to resolve cases
where the alerted anomaly has a high probability to be a false positive. The
approach described in [14] uses the passively detected OS fingerprint of the end
host to correctly resolve ambiguities between different network stack implemen-
tations. In this work, the authors provide to IDS sensors additional knowledge
about the network stack implementation of the end host and thus improve the
chances of detecting the attacker. Finally, fingerprinting techniques are used to
mitigate specific sets of cyber-attacks. This is the case of the work described in
[15]. In their paper, the authors propose a preliminary architecture that applies
spam detection filtering at the router-level using light-weight signatures for spam
senders. Such signatures can be used to identify spamming hosts based on the
specific operating system and version from which the email is sent.

The most widely adopted fingerprinting technique uses the following infor-
mation of the TCP/IP protocol headers: initial packet size, initial TTL, windows
size, max segment size, windows scaling value, “don’t fragment” flag, “sackOK”
flag, and “nop” flag. Together these fields form a 67-bits signature capable to
identify an operating system working in a standard network. Common operat-
ing systems implement TCP/IP protocols with, at least, a difference in one of
the characteristics listed above. Fingerprinting tools leverage this information to
identify the specific operating system.

A large part of the research on TCP/IP stack fingerprinting focuses on opti-
mizing the standard methodology. This is usually performed by refining stored
information about connection negotiation and similar mechanisms implemented
by the TCP/IP protocols [16]. In [14] the authors succeed in increasing the
level of confidence in TCP/IP standard fingerprinting by looking at several spe-
cific characteristic of protocol implementations. The work is mostly focused on
the SYN/SYN-ACK phase of the TCP three-way handshake. Several authors
present works on exploiting implementation differences of other protocols to de-
fine fingerprints. A practical work on this topic is [17] in which application-level
features of protocols like HT'TP, FTP, SMTP are used to improve the recogni-
tion of software installed on standard PCs. This is the approach used by Shodan
[18]. Shodan is search engine that, instead of indexing web page content, ana-
lyzes banner information. This feature allows it to scan the Internet and identify
machines with specific characteristics. On the other hand, there are several works
that try to take advantage of hardware properties to define suitable signatures
for IT systems. In [19] authors show that Ethernet devices can be uniquely iden-
tified and tracked using as few as 25 Ethernet frames. An alternative approach
implies recording small deviations called clock skews in devices hardware [20].
Works like [21] explain in detail how it is possible to build a highly-reliable classi-
fication technique based on packet payload inspection. In [22] authors present an
operating system detection method based on temporal response analysis. More-
over, there are fingerprinting approaches based on port scanning. Some works as
[23] exploits the use of standard network ports by known services to recognize
systems and applications. Finally, the creation and maintenance of the finger-
prints is one of the major problem of fingerprinting. Machine learning is one of
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Fig. 1. Fingerprinting tools’ reference architecture

the solution used to improve these two activities. For example, in [24] the au-
thors propose probabilistic learning to develop a Naive Bayesian classifier that
passively infers a host operating system from packet headers.

3 A Reference Model for Device Fingerprinting

Despite different purposes and information sources, device fingerprinting activi-
ties have several common tasks. Due to this reason, it is possible to summarize
such activities into few logical modules (or components) which can be found in
all fingerprinting tools. A reference model allows to abstract details from specific
solutions and makes them easier to compare. Each component of the model re-
ceives an input from the previous component, elaborates the provided data and
forward the information. Our proposal for a fingerprinting reference architecture
is provided in Fig. 1.

Every fingerprinting tool depends on one or more information Sources. A
source can be uniform or heterogeneous, depending on the target of the analysis
or the overall tool complexity. As already described in Sec. 2.2, fingerprinters
usually exploit TCP/IP protocol information. Furthermore, some tools try to
fingerprint different levels of the ISO/OSI stack (e.g. application headers, Eth-
ernet headers, etc.). Finally, network topologies, time patterns, or also network
ports usage can be potentially valuable sources as well.

The Gathering module implements the techniques used to collect the re-
quired data. This module relies directly on the information source and works
capturing the valuable data and discarding the useless ones. Gathering module
implementations differ according to the choice to do active or passive finger-
printing. During the active fingerprinting, the Gathering module manages the
probing activity of the tool (i.e. by creating suitable packets and sending them
to a device in order to study the responses). This is the case of Nmap and
XProbe2++. The information collected, once labeled and organized, will form
the dataset used by the tool for the analyses. Not all the traffic always contains
valuable sources of information. Because of this, the Gathering module has to
filter out useless or unknown communication and bad traffic.



The Model Generation performs data organization and storing. Data pro-
vided by the Gathering module is sometimes labeled by humans. For example,
in the device fingerprinting training, fingerprints captured by tools are linked to
information regarding the system that has generated them. Also, some tools au-
tomatically refine the dataset using machine learning techniques as in [17], [24].
Models generated by fingerprinting tools must be consistent and unambiguous.
Exploiting few characteristics in generating models can cause overlaps in the
dataset. Avoiding identical signatures or ambiguous data structures is the key
element for fingerprinting reliability. For example, POf provides a command for
a signature collision check.

The Decision Models are the outputs of the Model Generation phase. The
models represent the knowledge of a fingerprinter. A fingerprinter uses such
knowledge as an input in the classification process. Usually, models are organized
in signatures and stored in files. Both Nmap and POf have a signature for each
operating system. More advanced tools exploit different kinds of signature at the
same time. This is the case of XProbe2++ and SinFP. The former has a variable
number of signature items per OS, related to several tests it can perform [11].
The latter exploits two different datasets keeping active and passive signatures
separated [25].

The Pre-processing component organizes information to be a suitable input
for the analysis. Most of the times, fingerprinters exploit the Model Generation
module to create temporary Decision Model of the system under examination.
In few cases, such as XProbe2++, the Pre-processing component selects one by
one the information needed for the comparison.

The Classification module implements the analysis of the collected infor-
mation with respect to the dataset. This is the last component of the archi-
tecture. The classification may imply different kinds of actions. For example,
POf performs simple comparisons among signatures. Nmap and XProbe2++ ex-
ploit different methods like fuzzy signature matching. Moreover, XProbe2++
refines its classification by using decision trees. Most advanced tools add aware-
ness about fingerprinting mitigation techniques to Classification modules. This
is used to detect information artificially manipulated against fingerprinting. In
particular, a software called “scrubber” is often used to confuse fingerprinting. As
explained in [26] a scrubber is an active mechanism that converts heterogeneous
network flows into well-behaved flows that cannot be equivocally interpreted.
XProbe2++ implements systems to avoid such problem [11].

Finally, the Decision made by the Classification module gives the input for
the manual or automatic refinement process of the dataset. Numerous tools
calculate percentages of uncertainty for the provided results.

4 Fingerprinting Applicability on ICS

4.1 Overview

Fingerprinting a standard LAN works for a number of reasons. First of all, these
networks often contain similar devices (e.g. personal computers) running com-



mon operating systems. Such software is widely studied and all fingerprinting
tools provide comprehensive fingerprints about it. Communications usually im-
plement open protocols like HTTP, SMTP, etc. Some of these already provide
information about the systems they are working on. Moreover, PCs working on a
network continuously open and close communications making connection setup
information (SYN, SYN-ACK and RST packets) largely available.

To the best of our knowledge, there are only few examples of applying stan-
dard techniques to the industrial environment. This is because, there are few
applicable solutions. In [27], authors argue that using already available informa-
tion (as opposed to actively querying for it) is always preferable to minimize any
risk to interfere with industrial operations. On the other hand, existing passive
fingerprinting tools rely on the presence of Decision Models with already-known
system and device fingerprints. None of such fingerprinting tools today provides
such Decision Models (e.g. signatures of industrial devices) per se.

To the best of our knowledge, there is still no evidence that standard TCP/IP
fingerprinting methodologies would work also for PLCs and RTUs.

4.2 Tests

We conducted preliminary tests to study how standard fingerprinting tools be-
have in an ICS environment. The tests involved different kinds of tools and PLCs
(Siemens SIMATIC S7-1200 and ABB 800M). Our tests show that passive tool
POf working on real PCAP traces recognized only standard components like win-
dows machines (SCADA servers or HMI) but was not able to provide any infor-
mation about PLCs. Even probing devices, Nmap, Xprobe2++ and SinFP were
not able to correctly identify any industrial device. Exploiting Siemens PLC’s
web server running on port 80, Nmap succeeded in recognizing its version and
labeling it as “Siemens Simatic S7-1200 PLC httpd”. Despite that, the tool fin-
gerprinted the device as a QEMU showing its limitations in solving ambiguities
related to industrial devices. It is worth noting that these tests were also useful to
evaluate how feasible standard signatures’ structures are for ICSs. For example,
we set up a signature for the Siemens PLC and we added it to the Xprobe2++
database. Despite this new information, the tool was not able to recognize the
same device. Further analyses showed that the field “icmp_echo_tos_bits” was
filled in randomly by the PLC invalidating the signature enough to be discarded
in favor of a different one (in this specific case an “HP JetDirect” printer).

4.3 IT/ICS Comparison

The tests were useful to identify several characteristics of ICSs that makes device
fingerprinting more challenging compared to regular Internet or company LAN
settings.

— Device heterogeneity while standard fingerprinting mostly focuses on PCs
and their operating systems, in an industrial environment we deal with many
different embedded devices.



— Proprietary protocol related to device heterogeneity, it makes difficult to
exploit application layer information.

— Device computational power industrial devices do not have the capa-
bilities to deal with massive network traffic and can not set up as many
connections as standard PCs. This makes it difficult to use active finger-
printing.

— Long-running TCP sessions standard fingerprinting mostly use specific
network packets (e.g. SYN, SYN-ACK, etc.). Typically, once a PLC and a
control server set up a connection, the TCP session remains open for a very
long time (days or even weeks) making it impossible to see those packets.

On the other hand, there are a few characteristics that fingerprinting tools
can exploit in industrial environments.

— Long life-cycle of devices devices’ working period without updates is
usually long enough to guarantee a fingerprint to remain valid for years

— Predictable behavior of components and Stable topology once es-
tablished, the process control remains the same and components behave
accordingly by continuously performing stable instructions and communi-
cations [28]. This property can be exploited to create signatures based on
traffic and communications patterns.

— Protocol specification some ICS protocols, like Modbus and Profinet,
provide a way to query components in order to have information about their
hardware and software.

It is worth noting that exploiting protocol specifications to query a device
still has to deal with its computational power constraints. Also in this case, there
is no guarantee to not interfere with process control.

5 ICS Fingerprinting based on the Reference Model

To the best of our knowledge, there are only few examples of ICS fingerprint-
ers. PLCscan and Modbuspatrol [29] exploit the “Read Device Identification”
function in Modbus allowing users to query a device for information. However,
the tools are biased to a specific protocol, exploiting the last characteristic de-
scribed in Sec. 4. Furthermore, Shodan has been proven to be effective with
ICS systems [30]. Several banners used by PLCs contains special keywords (e.g.
brand names) that often allow an easy recognition. Standard tools provide still
insufficient support for ICS environments (e.g. Nmap provides only a few scripts
to be used with Siemens components and Shodan works just with well-known
application protocols).

A comprehensive approach to the development of ICS fingerprinters has to
face all the challenges outlined in Sec. 4. For this reason, we use the reference
architecture defined in Sec. 3 to structure the discussion about ICS fingerprinting
and to describe the properties required for an industrial environment.



Sources: In ICS environments, there is no guarantee to see any information
useful to exploit standard TCP /IP signatures due to long TCP sessions and con-
sequently few useful packets. The only way to avoid such constraint is to set up
a new connection with the target. Application layer protocols might show useful
fingerprinting data especially if we deal with protocols that already provide in-
struments to facilitate fingerprinting (e.g. Modbus and Profinet). In several cases
there still is the problem of unknown protocols. We believe that using temporal,
traffic and communication patterns can be a viable solution to implement ICS
fingerprinting. The use of this information does not suffer from any of the prob-
lems listed before. Moreover, we suggest to exploit the substantial stability and
regularity of ICS networks’ communication to identify component roles inside
the system.

Gathering: with respect to standard fingerprinting we propose to reverse the
balance in using active and passive techniques. We argue to exploit passive fin-
gerprinting more than active to avoid any interference with the system under
analysis. ICS often monitor or control processes in systems where a component
failure may have disastrous consequences (or may be otherwise very undesir-
able). Because of this, a generic active probing of systems (like scanning for
open ports and then opening arbitrary TCP connections), may have undesired
consequences, such as network delays or unexpected component behaviors [31].
However, we know that PLCScan and Modbuspatrol actively query devices for
information. It is worth noting that, in this case, Modbus provides the function
to perform such query thus it is unlikely to cause problems to the infrastructure.
Most preferably, the sniffer used to capture network traffic has to be transparent
to ICS components. without injecting any kind of traffic in the network and send-
ing responses to any incoming message. This often guarantees no interferences
with ICS operations. Collected information regarding traffic flows has a strong
constraint as it relies on the position the sniffer has in the network. For instance,
two traffic captures taken from the Field Network and the Process Network are
hardly comparable. Thus, the Gathering module has to provide some general in-
formation about its position and accordingly label captured data. Fingerprinting
based on packets’ information does not suffer such problem and allows a simpler
and more performing implementation of the module.

Model Generation: signatures are the most widely adopted structures to orga-
nize fingerprinting information. However, creating signatures (e.g. the standard
TCP/IP) works well only with a fingerprinting methodology that relies on sev-
eral precise properties. In Sec 4.3 we show that this is not always possible in ICS
environments. Querying devices for information usually provides a structured
and detailed list of data that does not need any further specification. In other
cases, fingerprinters involving temporal, traffic and communication patterns deal
with one comprehensive set of characteristics about an ICS infrastructure that
cannot be reduced to a simple signature. For example, we may want to describe
a communication between two ICS components with respect to the behavior
that other devices have in the same network. In this case, the purpose of our
analysis is to spot the differences that make such communication unique in an
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ICS system (e.g. amount of packets sent, transferred bytes, etc.) and look for
the same behavior in another networks. To extract and store this information
we need a comprehensive data structure that outlines architecture, properties,
and trends of an ICS infrastructure.

For this reason, a Decision Model can be either a simple signature or a more
complex set of heterogeneous information. In the second case data can be related
to both the component and the system within it is deployed.

Pre-processing: after the gathering phase, communication information un-
dergoes a further refinement process. This process depends on the structure of
the Decision Model and on the classification algorithms used by the ICS finger-
printer.

Classification: without precise signatures it is difficult to make ICS finger-
printers deal with operating systems and services profiling. When ICS protocols
provide a way to query devices for information, a comprehensive fingerprinting
analysis is possible. In this case, we argue that the primary target of ICS fin-
gerprinting is to recognize component’s vendor, hardware (e.g. device model),
and software. If it is not possible to query the device for that data, the infor-
mation we can obtain is usually not complete enough to detail the component.
Consequently, other possible targets in ICS fingerprinting are: component type
identification (e.g differentiate between SCADA servers and PLCs), component
role identification (e.g. differentiate between main PLCs and normal PLCs),
network topology identification (e.g. differentiate situations in which PLCs com-
municate only with a SCADA server or schemas in which PLC coordinate with
each other), and gathering general information about the process (e.g. ICS work-
ing on energy systems perform updates and send messages often than in water
infrastructures). We can achieve the first three targets by looking at communi-
cation patterns while the last one can be the result of a temporal analysis on
the observed traffic.

Decision: the Decision is the output of the ICS fingerprinter. Depending on
the exploited information or the complexity of the Decision Model it can be
difficult to reliably update the dataset in an automatic way. Adding unverified
information into the Decision Models increases the risk of false positive and break
the integrity of the dataset. However, due the heterogeneity of ICS environments,
the amount of information owned is a key element toward finding matches to
unknown devices. Storing new Decision Models and keeping them distinct from
the original dataset can be a solution. This method allows the fingerprinter to
use new models only in specific cases (e.g. solving ambiguities if the main dataset
does not give reliable results).

6 Conclusions and Future Works

In this paper we analyzed the concept of device fingerprinting for ICS networks
and discussed feasibility and requirements fingerprinters need to work in an
industrial environment.
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We started our research testing widely used fingerprinting tools with indus-
trial devices. These tests showed that current tools are not yet tuned on such
components. Consequently, our study focused on understanding how we can
modify already in place fingerprinting schemes and methodologies to be effec-
tive with ICS.

The value of this work is twofold. First, we analyzed specific features of ICS
systems and the challenges they pose to traditional fingerprinting. This study de-
scribes main differences and analogies with IT networks and lays the foundation
for further comparative analyses. Second, we created a fingerprinting reference
model by generalizing the operations performed by state of the art fingerprinting
techniques. This reference model allowed us to propose and organize a guideline
for the development of ICS-specific fingerprinting techniques.

We are currently working on the implementation of a proof-of-concept tool,
based on the proposed reference architecture. Such fingerprinter will analyze
communication patterns and will exploit a SCADA /ICS Context Model to elab-
orate and use information about traffic flows. This tool will take into account
challenges imposed by the working environments and will implement a way to
identify components types and roles inside an ICS infrastructure.

Acknowledgement This work was conceived within the “CRitical Infras-
tructure Security AnaLysIS” (CRISALIS) FP7 European project [32]. CRISALIS
aims at providing new means to secure critical infrastructure environments from
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