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Abstract. Electrical substations are distributed points where operators can moni-
tor and control the power grid. In this paper, we perform the first in-depth study of
the operation of a large (500 KV) real-world substation automation network. We
provide a view of how these critical networks operate using packet captures and
a Substation Configuration Description (SCD) file. We discuss the challenges we
overcame to reconstruct a network with redundant paths, gateways, serial legacy
devices, and sophisticated intelligent electronic devices (IEDs). Our work pro-
vides a deep-dive discussion of these critical networks in a real-world system and
sheds light on their operation, configuration and security.
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1 Introduction

In the last two decades, substations have undergone an automation revolution, changing
from analog communications to modern networks and computers, including Intelligent
Electronic Devices (IEDs). Furthermore, new standards focus on the fully automatic
configuration of a substation. A Substation Automation System (SAS) comprises hard-
ware and software components that monitor and control an electrical system locally
and remotely. SAS replaces repetitive, tedious, and error-prone tasks with automated
processes, enhancing system efficiency and productivity.

Despite the growing number of automated substations, the academic community has
limited visibility into how these critical networks operate in the real world. This paper
addresses this blind spot in our network measurement community. In particular, we
analyze a pcap network capture and a substation configuration description (SCD) file
from a large 500 kV substation. From these passive measurements, we aim to learn as
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much as possible about the operation of these networks, the devices, their configuration,
and their security.

Finally, automating network reconstruction is an important security step. In Opera-
tional Technology (OT) networks, the most common first step for securing a network is
to perform asset inventory: systematically collecting, cataloging, and managing all tech-
nological devices in the OT network. Many legacy OT operators do not even know what
is on their network. However, reconstructing a substation network presents challenges
for their unique use of proxies, legacy serial devices, multicast messages, and redun-
dant parallel networks. These complexities require us to develop a new framework to
analyze substation datasets.

Our contributions include the following:

— We create a framework for analyzing substation networks through packet captures
and substation configuration description (SCD) files, enabling a systematic approach
to understand their operation.

— We reconstruct the substation network using passive measurements, providing
insights into the network’s structure, protocols, and devices. As far as we know,
we are the first to give this detailed view of the operation of a real-world substation.

— During our study, we had to overcome several technical challenges to uncover the
presence of proxies, redundant networks, legacy serial devices, devices subscribed to
multicast messages, etc. Our results shed light on unexplored aspects of real-world
substation networks.

2 Related Work

Table 1. List of papers showing the analysis of previous research on substation datasets.
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Legend: @: Feature considered by authors. DPI: Deep Packet Inspection. SCD: Sub-
station Configuration Description

There is a growing literature studying the networks in electric substations. As we can
see in Table 1, while researchers have an interest in understanding substation networks,
most studies use synthetic data, either from testbeds or simulations.

We are only aware of three previous papers looking at real-world power grid net-
works [4,10,23,25]. Out of these papers, only Formby et al. [10] focuses on substation
networks (and therefore, it is the only paper in our table). Formby et al. focused pri-
marily on traffic analysis (timing and packet sizes) of various devices. In contrast, in
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this paper, we use Deep Packet Inspection (DPI) and a substation configuration file to
discover all the devices in the network and their specific roles and functions.

The remaining papers in the table use synthetic data from testbeds or simulations.
Research efforts that look at the payload of the packets (DPI) include Konka et al.
[17], which studies the headers and PDUs of Sample Values packets. Similarly, [5] and
[18] analyzed Generic Object Oriented Substation Events (GOOSE) traffic, exploring
statistical parameters and proposing anomaly detection methods. As far as we know,
no previous work has used DPI to uncover legacy serial devices and proxies within
substations.
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Fig. 1. Proposed framework to analyze substation networks.

Furthermore, we discovered several studies that actively utilized Substation Con-
figuration Language (SCL) files for their research. These files are used for substation
automation. For example, [8] developed a program capable of parsing SCL files and
generating detailed reports on the identified components. Similarly, [13] proposed a
methodology for estimating GOOSE and Sample Values (SV) traffic by extracting rel-
evant information from SCL files. Also, [18] employed the SCL language to evaluate
the domain of exchanged fields, incorporating it as supplementary data for their deep
packet inspection analysis. We are unaware of any previous work using SCL files from
real-world systems.

This paper uses a network trace from a real-world transmission substation and a
configuration file for some of its devices. We then inspect the payloads to understand
these networks’ devices, services, and operations. In addition, the configuration files
allow us to understand the producers and consumers of multicast information being
sent in this network. Our final result is a more detailed description of an operational
substation network in an academic publication. Our work fills a gap in the academic
community in understanding real-world substation networks.

3 Substation Automation

Early substations had to convert several analog-to-digital signals at the local control
room, requiring individual copper wires for each signal to traverse from the switchyard
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to the control room. This arrangement led to frequent failures and incurred significant
maintenance and operation costs.

In the 1990s, the transition from conventional protection and control systems to digi-
tal Substation Automation Systems (SASs) brought significant changes. The distinction
between the conventional and digital substations lies in the location of the information
digitization process. This conversion happens at the source in digital substations, allow-
ing the transmission of digital data to the local control room via more reliable channels
like optical fiber. Figure 2 illustrates the difference between conventional and digital
substations.

Digital substations offer significant advantages, including increased safety by elim-
inating the electrical connection between high voltage equipment and protection/con-
trol panels, reduced cabling, maintenance, and installation time, utilization of advanced
communication protocols (such as IEC 61850 and IEC 62351), and high reliability.

Conventional substation

El g‘ g] g] E) E‘ i i

Digital substation
R R R R RRRRBRRRRRRRER—=.

=

T

Fig. 2. Conventional Substation vs. Digital Substation: Digital Substations replace many copper
wires with a single fiber-optic bus.

3.1 Substation Architecture

Substations are situated at various stages of the Power Grid, each with specific functions
and equipment tailored to their location, such as generation, transmission, or distribu-
tion. Despite that diversity, a standardized substation architecture typically includes
three levels based on function and location.

The three levels are: process, bay, and station-level.

Figure 3 shows different substation levels connected by process bus and station bus.

Process Level: The process level includes primary equipment like switching devices,
circuit breakers, and instrument transformers. Information from measuring devices is
transmitted through the process bus using the Sampled Values (SV) protocol, facilitat-
ing communication between Merging Units (MUs) and Intelligent Electronic Devices
(IEDs) over Ethernet. IEDs at this level serve as sensors and actuators connected to the
process bus through LAN technology. MUs synchronize time by receiving inputs from
instrument transformers and circuit breaker auxiliary contacts.
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Fig. 3. Levels of a Substation Automation System.

Bay Level: The bay level consists of IEDs, which are microprocessor-based power sys-
tem equipment with control and automation functions. These devices process sensor
data and issue control commands to prevent failures. They utilize the GOOSE proto-
col for communication. Common IEDs include circuit breakers, protective relays, and
PLCs.

Station Level: The station level in the control room includes Human-Machine Inter-
faces (HMI), SCADA systems, Fault Recorders, Alarms, and the Gateway to the remote
control center. The client can read/write data, read configuration, and exchange files at
this level.

Our network capture is at the interface between the Station level and the Bay level of
the substation, so in the remainder of this paper, we focus on this supervisory network.

3.2 1IEC 61850 in Substations

Improvements in automation and reliability need interoperability. The IEC 61850 stan-
dard by the Technical Committee Number 57 (TC57) Working Group 10 (WG10) has
three main principles:

1. Defining a unified information model.
2. Usage of standard file (substation configuration description) with specific rules.
3. Defining a system-wide communication protocol to exchange data.
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Information Model: The information model or data model of IEC 61850 includes a
naming hierarchy (described in Appendix A.1) and specific data structures for any com-
pliant device. Vendors should use the same concepts with the same name and a standard
format to build their information. This feature reduces errors and format conversions.

Substation Configuration Description (SCD)

Integrating substation equipment in automation requires a standardized format to con-
figure networking capabilities and improve performance. IEC 61850 Part 6 defines the
Substation Configuration Description Language (SCL/SCD), using the XML schema,
to describe IED functions and communication networks [13]. The detailed structure of
the SCD file is described in Appendix A.2.

Communication Protocols

The IEC 61850 protocol stack ensures reliable communication between devices, pro-
moting interoperability. It includes sub-protocols like Manufacturing Message Specifi-
cation (MMS) over TCP/IP, while GOOSE and SV utilize Ethernet multicast for real-
time data exchange. Ethernet multicast enables fast and prioritized data distribution to
subscribers with low delays (within 3 ms or 20 ms).

GOOSE: We focus on GOOSE because our network capture includes this industrial
protocol. GOOSE is a publish-subscribe communication service between IEDs [12].
It ensures fast and reliable distribution of binary status information through multicast
services, enabling high performance and availability [11].

3.3 Parallel Redundancy Protocol (PRP)

Substations utilize redundancy measures to ensure uninterrupted operation and mini-
mize downtime during failures or disruptions. In particular, the IEC released specifica-
tions for industrial-Ethernet communications under the IEC 62439 standard mandated
by IEC 61850 [3].

PRP is a part of IEC 62439. PRP protocol provides redundancy by connecting
devices to two independent Ethernet networks (LAN_A and LAN_B). This implemen-
tation allows Ethernet frames to reach their destination through an alternate port if one
network fails. PRP also allows the connection of devices that do not support PRP (these
devices will only see one Ethernet network). After we obtained our network capture,
we first realized that all frames in the network were encapsulated in this PRP protocol.
We will describe our analysis next.

4 Enumeration of Devices

Our data consists of a network capture (pcap file) of 14 continuous hours and a con-
figuration file (SCD) from a large (500 KV) real-world substation automation network.
Figure 1 shows our proposed framework for analyzing the pcap and configuration files
from a substation.

The goal in the initial phase is to enumerate all the devices in the network. Our first
attempt used flow-based analysis to discover unique MAC addresses. However, we later
found that several devices in these networks are behind proxies, and to discover those,
we need to perform a content-based analysis by looking at the payload of the packets.
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Table 2. Taxonomy of devices based on vendors

Protocol Device Vendor Name # of Devices|Percentage

Ethernet Devices ABB AUTOM 33 31.73%
SIEMENS 10 9.61%
IPCAS 10 9.61%
ABB SWITZ 3 2.88%
HP 5 4.8%
AMETEK 4 3.84%
RuggedCom 3 2.88%
MegaSystem 3 2.88%
Moxa Technologies Corp.|2 1.92%
Advantech 2 1.92%
CADAC 1 0.96%
Reason Technologia SA |1 0.96%
Dlink 1 0.96%

Serial Devices |SEL IED 9 8.65%
Unknown Devices 16 15.38%
Modem 1 0.96%

In the second phase, we build the network architecture by integrating the initial
findings and the guidance of the IEC standard. In the final stage, we combine deep-
packet inspection and SCD files to identify the functionality of most devices in the
network.

This section focuses on the first phase, where we enumerate devices by network
flow analysis and then by content-based analysis (to identify devices behind proxies).

4.1 Flow-Based Analysis

We found 97 unique MAC addresses in the network capture. Of them, 19 are broadcast/-
multicast destinations for different Ethernet and IP protocols such as PRP, GOOSE,
[Pv4/IPv6 multicast, and broadcast. For the remaining 78 Ethernet devices, we used
a MAC address look-up [32] to classify them based on their vendor name as shown
in Table 2. From this table, we can see that most of the Ethernet devices are from just
three vendors: ABB AUTOM (which refers to the industrial company ABB), SIEMENS
(referring to the industrial company Siemens), and IPCAS (which as we will show later,
is also from Siemens).

4.2 Content-Based Analysis

During this step, we examined the payload of network traffic from each identified device
in the flow-based analysis. Using deep packet inspection, we found the presence of two
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types of proxies in the network: RedBoxes (referred to as AS1, AS2, AS3) from ABB
SWITZ and Serial to Ethernet Gateways (referred to as M1, M2) from MoxaTech Corp.

Redundancy Boxes (RedBoxes): RedBoxes serve proxies that facilitate the connection
of devices that do not support the PRP protocol (we will discuss this protocol in the
next section).

Table 3 shows the summary of the devices behind each RedBox.

Serial to Ethernet (S2E) Gateways: After identifying the MAC address of these gate-
ways (which we refer to as M1 and M2), we figured they connected legacy serial devices
to the substation network. We analyzed the traffic through these gateways and dis-
covered 26 additional devices behind M1 and M2. We will describe more details in
Sect. 6.3.

We are now ready to switch to Phase 2: identifying how these devices are connected
to the network.

5 Network Architecture

The first surprise we found when analyzing the pcap file was that all Ethernet frames
were encapsulated (PRP enclosure trailer 0x88 £b) with a protocol we hadn’t heard of
before: PRP.

After finding the documentation about PRP, we discovered that this protocol is used
for high reliability and availability. PRP provides full redundancy by connecting two
Ethernet networks and using both to send all information. This level of redundancy
makes sense in highly critical networks, where an alert about an unsafe condition (e.g.,
an overcurrent alert) needs to be propagated reliably to devices that can respond to this
condition (e.g., opening a circuit breaker to prevent a fire).

The IEC standard classifies each device connected to the PRP network into three
categories [8]:

— Doubly-Attached Nodes (DAN) - devices with two network interfaces and con-
nected to both the LANs (LAN_A and LAN_B).

— Singly-Attached Nodes (SAN) - non-critical devices having a single network inter-
face and only connect to one of the networks (either LAN_A or LAN_B) without
requiring redundant communication [8].

— Redundancy Box (RedBox) - gateways for SAN devices without PRP support to
connect to both networks. These devices, called VDANSs, use RedBox messages
that include the associated SAN’s source MAC address. Figure 4 differentiates the
RedBox Message from the normal DAN message.

From the above, devices that speak PRP are either DANs or RedBoxes.
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Table 3. Devices connected to RedBoxes

RedBox|Devices Connected

AS1  |No Devices

AS2 2 HP computers and 1 Advantech Industrial PC
AS3 1 HP computer and 1 Advantech Industrial PC

5.1 Network Architecture

We identified more than 50% of the devices as DANSs, based on the PRP packets they
send. Additionally, 2.8% of the devices incorporate RedBox Messages in their PRP
packets. Behind the RedBoxes are five devices, accounting for 4.8% of the total devices.
The network also includes two Serial to Ethernet Gateways, facilitating the connection
of approximately 25% of the devices. And, 14.4% of the other SANs directly connect
to the Ethernet switch without requiring a RedBox intermediary.

Figure 5 shows our inferred network architecture. In short, the critical devices in
the network leverage the redundant PRP network, while less critical devices are only
connected to one network interface. As we will see in the next phase, these critical
devices are mostly IEDs, which are the devices that monitor and protect the substation
equipment from accidents and failures.

6 Identifying Device Functionality

To identify device functionalities, we analyzed the protocols on the network.

Most (95%) of the network traffic consists of PRP, GOOSE, and TCP transmissions.
PRP supervision packets comprise over 62% of the packets and 50% of the bandwidth,
GOOSE contributes to more than 13% of packets and 31% of bandwidth, while TCP
occupies 19% of packets and 15% of bandwidth.

This section details devices utilizing PRP, GOOSE, and TCP protocols.

50.2% 14.4%

Other
Devices

RedBox

Message ( PRP Network
(s etwor Cooode
Ethernet Switch| thernet Switch|

Source MAC address
Red Box (0x1e)
Redundancy Box MAC address

End (0x00)

PRP Node (0x14)
Source MAC address.

End (0x00)

Serial
=
Gateway 5
48% 2.8% 19% 25%

Fig. 4. Types of PRP packets Fig. 5. Real-world substation network archi-
tecture
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6.1 PRP

Most of the traffic in our network corresponds to heartbeat messages from the PRP pro-
tocol, so we are checking that the network is available. In more detail, DANs and Red-
Boxes regularly transmit PRP messages to notify other devices or network infrastructure
that the originating device is still active and reachable, often known as “heartbeat”
or “keep-alive” packets. These packets are small and multicast to a MAC address
(01:15:4e:00:01:00), defined as PRP multicast address by an IEC standard [3].

The network capture shows that ABB AUTOM, SIEMENS, and IPCAS devices
are DANs, and ABB SWITZ devices are RedBoxes with RedBox messages. All these
devices are responsible for the PRP traffic.

Therefore, we confirm that all devices sending PRP traffic (connected to the redun-
dant network) are industrial equipment that needs highly reliable communications [35]

6.2 GOOSE

After PRP traffic, GOOSE traffic is the second most prevalent in our network.
GOOSE, a publish-subscribe protocol used by IEDs, facilitates the exchange of
alarms, measurements, device statuses, or control commands via multicast frames. The
IED standard [22] assigned the multicast addresses from 01:0c:cd:01:00:00 to
01:0c:cd:01:01:FF to support this architecture.

We identify 28 devices publishing GOOSE messages to four multicast addresses in
the network capture, as shown in Fig. 6. Among the 28 devices, 22 are manufactured by
ABB AUTOM, four are SIEMENS, and two are IPCAS.

While we have identified a minimum of 28 IEDs in the network, we do not know
what type of IEDs they are (e.g., a control switch, a protective relay, etc.) We also do
not know if they communicate with one another: since this is a broadcast protocol, we
cannot learn which devices consume the information sent by others. We need to analyze
the SCD file we obtained to answer all these questions.

The goal of IEC 61850 is to facilitate substation automation, and SCD files are used
to configure IEDs. Our SCD file contained information on all SIEMENS devices.

SCD File Analysis:

Vendor (# of devices)

ABB
AUTOM SIEMENS| [SIEMENS| |SIEMENS| |SIEMENS| | IPCAS IPCAS

(22) 1) ™) ™) ) ™) ™

2= 2| Multicast = [00) [%a SIEMENS
Ry o £ MAC address SIEMENS o2
cB1

01:0000)  01:0001) 01:0002)  01:00{03) 5 7

Fig. 6. PCAP analysis Fig. 7. SCD file analysis

The SCD file configures Fig. 10 SIEMENS devices, which correlates with the num-
ber of SIEMENS devices observed in our pcap file.
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We identify IED types using the vendor’s website [29]. For example, 6MD85 (shown
in Listing 1.1) is listed as a SIEMENS Bay Controller. In the SCD file, we find three
Bay Controllers (BC), two Circuit Breakers (CB), two Line Differential and Distance
Protection (LD) devices, two Digital Fault Recorders (DFR), and a Busbar Protection
device.

In the remainder of this paper, these devices are named BC1, BC2, BC3, CB1, CB2,
LDI1, LD2, DFR1, DFR2, and BB.

<IED iedName="BC2" type="6MD85" manufacturer="SIEMENS" ....... >
<LDevice desc="Signals" ....>
<LN 1nClass="GGIO" inst="2" desc="Goose">
<Inputs>
<ExtRef desc="Pos" iedName="BCl" ldInst="..."
InClass="XCBR" lnInst="1" ... />
<ExtRef desc="SPS4" iedName="CBl" 1dInst="UD1"
InClass="USER" 1lnInst="4" ... />
</Inputs>
</LN>
</LDevice>
</IED>

Listing 1.1. Sample of Input signal. Subscriber: BC2. Publishers: BC1 and CB1

In addition to identifying devices, the SCD file provides information on which
devices subscribe to GOOSE messages. While the pcap file can only indicate the
devices that publish GOOSE messages, it does not provide information on devices that
read them. We can determine which devices read GOOSE messages by examining the
<Inputs> label in the SCD file, as shown in Listing 1.1. For example, we identify
that the label inside the bay controller (BC2) instructs it to read messages from another
bay controller (BC1) and circuit breaker (CB1) using the iedName. Through this anal-
ysis, we discovered that out of the ten devices, only two devices, namely the two Bay
Controllers (BC1 and BC2), subscribe to GOOSE messages.

— BCI: subscribes to two Line Differentials (LD1 and LD?2).
— BC2: subscribes to a bay controller and Circuit Breaker (BCI and CBI).

This indicates that these BCs actively receive and process the GOOSE messages
published by other devices within the network, as shown in Fig. 7.

Furthermore, suppose we want to learn the physical meaning of the messages they
subscribe to. In that case, we can look at Inclass, which means Logical node class
(defines the functionality of configured device), and desc, which means the description
of the message configured.

The configuration of devices in the SCD file can have two types of Logical Nodes
(LNs): (1) Standard and (2) User-Defined. The standard LNs define well-known func-
tionalities such as Circuit Breaker (XCBR), Control Switch (CSWI), etc. The user-
defined LNs (Generic Process I/O, GGIO) declare a functionality that the user gives
and uses only when the functionality does not exist in standard or under catastrophic
conditions.
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Initially, we anticipated that all SCD files would adhere to well-known device con-
figurations. However, we discovered that most functionalities in our SCD file were user-
defined, which added complexity to our analysis as we had to establish connections
between different device descriptions.

The standard configuration allows for the direct identification of input messages. For
instance, in Listing 1.1, the input message from BC1 corresponds to the “Circuit breaker
position” (denoted by XCBR for circuit breaker and Pos for Position). Conversely, to
identify the message from CB1 (which utilizes a user-defined LN), we had to delve
into CB1’s configuration, search through all logical nodes for user-defined entries, and
correlate them with the provided values in Inputs label to determine that it represents
a “Busbar Interlocking Signal.”

Unfortunately, the configuration of LD1 and LD2 also utilizes user-defined LNs.
After an extensive search, we found BC1 subscribes to the “Busbar Interlocking Signal”
and “Ground Interlocking Signal” messages from the Line Differentials. Table 4 lists the
publisher and subscriber IEDs, the subscribed messages, and the corresponding Logical
nodes. Below, we highlight the importance of these subscribed messages:

1. Busbar Interlocking is a control mechanism ensuring the safe operation of electrical
busbars by coordinating device actions and maintaining network integrity and stabil-
ity. It prevents faults, voltage transients, and excessive currents using predetermined
rules or logic.

2. Ground Interlocking is a special case of busbar interlocking, where the busbar con-
nects to the ground as an essential safety measure to protect personnel, equipment,
etc.

3. Position of Circuit Breaker provides the status of the circuit breaker, whether
ON/OFF or Transient. These inputs allow devices within the network to take appro-
priate actions, such as initiating protective measures or signaling other devices.

Using user-defined LNs complicates the configuration and poses challenges for
modification during failures or outages. The SCD file analysis revealed unnecessary
activation of user-defined LNs without utilizing their equivalent standard LNs, further
adding complexity to the configuration.

Table 4. GOOSE input messages between IEDs

Subscriber|Publisher|Input LN used
BC2 CB1 Busbar Interlocking (ON/OFF) User Defined
BC2 BCl1 Circuit break. Position (ON/OFF/Transient) XCBR

BC1 LD1 Busbar and Ground Interlocking (ON/OFF) |User Defined
BCl1 LD2 Busbar and Ground Interlocking (ON/OFF) User Defined

In summary, our 14-hour GOOSE traffic analysis yields three key insights:

— The unchanged payload and timing of GOOSE messages indicate no critical events,
affirming stable power grid conditions.
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— All SIEMENS devices utilizing GOOSE are IEDs, suggesting that devices from ven-
dors like ABB AUTOM and IPCAS could also be IEDs, totaling 53 in the network.

— The substation’s configuration deviates from typical standards, likely due to vendors
promoting proprietary setups that do not conform to a unified SCD file or standard
LNs.

6.3 TCP

We finalize the analysis of this section by looking at TCP flows in our network, as they
represent the third most popular traffic in the capture.

Almost all TCP traffic (99.95% of TCP flows) results from encapsulating serial
communications to the serial devices behind the Serial to Ethernet proxy. The remaining
TCP traffic includes 0.034% of TELNET packets and 0.011% of HTTP packets.

Serial to Ethernet (S2E): From the TCP traffic header, the S2E communication
appears to be only with two devices, Moxatech Serial to Ethernet Gateways (M1 and
M2). But, these devices expose multiple serial links [1].

Looking at the payload of the packets sending data as serial transmission (a stream
of data bits sequentially transmitted), we find they are point-to-point RS-232 serial
links. It implies only one device connects to the gateway per serial link or one device
per TCP destination port.

The list of communicating ports for M1 are 950-956; 959-960; 966-972; 975-976,
and M2 are 950-953; 966-969.

Looking at the different port numbers, we discover that behind the two S2E gate-
ways are 26 devices, specifically, 18 connected to M1 and eight to M2.

We analyzed the payload of traffic sent to each port to identify the devices behind
these ports. We find ASCII characters sent to 11 different ports.

For example, TCP packets sent from H1 to one of the M1 ports contained ASCII
characters such as Q, U, IT, and .. Analyzing these characters, we identified keywords
like QUIT, ACCESS, OTTER, SHOWSET, etc. Looking online for these keywords,
we find that they correspond to commands in the Schweitzer Engineering Laboratories
(SEL) protocol [27], which is utilized by SEL IEDs. We find that nine devices were
receiving these commands, indicating the presence of 9 SEL IEDs behind M1.

Two additional devices are receiving ASCII characters. The other device we could
identify is a modem, as it receives AT commands that control the operation of a modem
[31]. We could not identify the remaining device receiving ASCII characters, which
include non-word characters like @416DCF05S8A\r\n.

We analyzed traffic from 11 devices out of the 26 S2E-connected devices. Among
the remaining devices, 13 received data in an unidentified binary protocol, and two
received only Acknowledgment (ACK) packets from H1.

We also notice that this substation employs default passwords (OTTER) to access
these SEL IEDs [27] (detailed in Appendix A.3). This shows that the operators assume
that any device inside the substation is trusted. This might be a reasonable assumption
if the network is strongly segmented (or air-gapped) from external networks. Still, it
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does raise some security concerns, as any device in the network can connect to these
SEL IEDs and may be able to change their configuration.

In summary, our analysis of the serial communications reveals nine SEL IEDs, one
modem, and 16 unknown devices behind M1 and M2.

TELNET: We will now finish our analysis of TCP flows by studying the other applica-
tion layer protocols. In the network capture, we find 167 TELNET packets sent to four
AMETEK devices (AME 1-4). TELNET is a text-based communication protocol, and
in the pcap, we find the TELNET commands sent sequentially to each of the AMETEK
devices in the order shown below:

— 1 command of SHOW DATE

— 30 commands of SHOW TIME

— 1 command of LIST RECORD

— (if record exists) sends a single packet with a group of commands for each record
(BATCH EXECUTE; SHOW RECORD <X>; SHOW MCCONFIG <X>;

SHOW PROFILE <X>; SHOW FAULTDATA <X>), where <X> represents record
— 1 packet of LIST RECORD

We infer from these commands that the AMETEK devices may be fault recorders
or a type of historian or database used to keep records of faults.

HTTP: 54 HTTP packets sent from H1 to a CADAC device include a combination
of GET requests and POST status messages. Listing 1.2 shows the sample of a GET
request:

GET /data/fault/....,....,...,FLN,RPV31ll,6 AlstomGrid, ...., fault.
zic HTTP/1.1\r\n

Listing 1.2. GET Sample

We find the model number RPV311, AlstomGrid from the GET request. Look-
ing online, we find that it is a Digital Fault Recorder DFR (a type of IED) with Fault
Location and Phase Measurement Unit (PMU) [30]. The Alstom-Grid RPV311 DFR
captures and stores high-speed electrical waveform data during fault events.

6.4 Final Network Characterization

Besides the mentioned core devices, miscellaneous devices in the network play smaller
roles. We now summarize our findings.

HP Computers (H2, H3, H4, H5): We discovered four additional HP computers in the
network, apart from H1. These computers perform network broadcasts such as Net-
BIOS, LLMNR, DHCPv6, SSDP, IGMP, and Sentinel LDK UDP broadcasts. Sentinel
LDK packets indicate the usage of proprietary software.
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The payloads of NetBIOS host announcements reveal that these computers use Win-
dows 7 or Windows Server 2008 operating systems, suggesting their roles as work-
stations. These workstations serve multiple purposes, including HMIs, alarm systems,
control and monitoring devices, and enabling remote management and supervision of
substation processes and equipment.

During analysis, H4 consistently exhibited packets with bad checksums due to
checksum offloading (the network card allows hardware to calculate the checksum,
causing random values in captured traffic). This behavior only affects the host captur-
ing the network traffic and does not impact the transmitted packets, which identifies H4
as the computer responsible for capturing the traffic.

Industrial PC (IPC): We find two Industrial PCs from vendor Advantech. IPC is a spe-
cialized computer system designed to operate in harsh and demanding industrial envi-
ronments. We only see NetBIOS and Sentinel LDK UDP broadcasts sent from this host.
They use the Windows XP operating system from the NetBIOS host announcements.

MegaSystems Devices: We find three devices from the vendor MegaSystem Technolo-
gies in the network. The online information [2] reveals that these devices are UPS man-
agement cards that offer remote monitoring and control of a UPS by connecting it to
the network.

RuggedComm Devices: In the network traffic, we find three RuggedComm Devices.
They are robust industrial communication equipment designed for harsh environments
and include networking components for reliable communication. One of these devices
only receives NTP from a RedBox, and by observing the payload, we find it acts as
an NTP client. The second one broadcasts STP, and the other sends ARP. We cannot
identify the other two even after inspecting their payloads.

7 Timing Analysis

The preceding research [21], the GOOSE protocol’s timing mechanisms for the same
network capture was examined. This analysis shed light on the distribution and timing
variations of data packets by focusing on the inter-arrival times and bandwidth utiliza-
tion. The main findings include:

— Identifying a network behavior characterized by traffic segmentation into four clus-
ters according to their packet inter-arrival spans - intervals of 2, 3.3, 5, and 10s,
respectively.

— Our clustering approach demonstrated a network exhibiting periodicity and latency,
reinforcing the network’s capability to maintain stability and communication pat-
terns among connected devices over durations, as evidenced across a 14-hour moni-
toring timeframe.

Expanding upon these findings, in this research, we investigated the timing analysis
of TCP traffic, contrasting it with the periodic nature of the previously studied PRP and
GOOSE traffic, which covered the entirety of the 14-hour observation period. During
the TCP traffic analysis, we observed packet dissections occurring within brief time
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frames, suggesting a different operational dynamic compared to the transmissions of
PRP and GOOSE packets.

To analyze this hypothesis, we implemented a “change detection” statistic on the
amount of TCP packets we saw over a period of time. In particular, we implement the
nonparametric CUmulative SUM (CUSUM) on the number of packets transmitted per
second in the network traffic. We used Algorithm 1 to analyze this data, and Table 5
describes parameters used in the CUSUM algorithm.

Algorithm 1. Nonparametric CUSUM
1: procedure CUSUM(AP,,t, T)

2: So <0
3 for ¢t in AP, do
4 ift > 0 then
5: S, =85;+85;., -6 >true = d=1
6: else
7 S, = AP,
end
8: if S; = 7 then > 7 = median of S; series
9: The traffic includes data packets.
10: else
11: The traffic includes no data packets.
12: end

Table 5. Parameters of CUSUM algorithm

Parameter Description

t Time in seconds

So,S¢  |CUSUM value at t = 0 and ¢ = ¢, respectively

AP, Difference in the number of transmitted packets
betweent and t + 1

T Threshold to classify packets transmitting data
(constant)

The results, as shown in Fig. 8, indicate a clear storm of TCP activity in a limited
time window. In particular, we find that this flurry of TCP activity started at around
7600 s (nearly 2 h) after the capture began and lasted for a maximum of 428 s (7.13 min).
We also found that the time gap between the commands sent to the same device is less
than 30 ms, which suggests that all the TCP traffic we analyzed was automated or pre-
configured execution of scheduled jobs or tasks.

In addition to the big flurry of activity, we also see some smaller activity spread
throughout the data capture. These smaller peaks correspond to a single connection to
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Fig. 8. Timing analysis of TCP protocol - CUSUM statistic

port 969 of gateway M2. Unfortunately, this is one of the few devices we could not
identify.

8 Discussion

To finalize our analysis, we now illustrate the full substation network in Figure 9.
In summary, the real-world substation network analysis reveals:

The vast majority of packets in the network correspond to keep alive (heartbeat)
messages from two protocols: PRP and GOOSE. This shows that most of the traffic
is used to check the network’s status and to ensure that all devices are ready to act
in case of an emergency event (e.g., an overcurrent).

This leads us to the second observation: having long periods without events inside a
real-world substation appears to be common.

GOOSE traffic is broadcasted in the network, so classical flow analysis cannot iden-
tify destinations (or consumers of information). To obtain that information, we need
SCD files.

The configuration of the substation network does not follow standard procedures,
such as using a single SCD file for all IEDs in the network or using standard LNs.
The substation operates under a “trusted insider”” assumption. This assumption may
make sense if the network is fully segmented from the operational network and uses
a private network. However, the modern trend in security is to assume “zero trust”
networks (which means eliminating default trust assumptions, requiring verification
for every access request regardless of location). So, we believe substations need to
start following this zero trust configuration in the future to make them more resilient
to potential future attacks.
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Our network analysis offers a unique perspective by investigating the coexistence
of legacy devices and cutting-edge IEDs, setting us apart from existing literature. While
previous research tends to focus exclusively on either IEC 61850 protocols [5,17,18] or
legacy serial communication [6], our study examines both simultaneously. For instance,
Chang et al. highlight the presence of IEDs and an HMI in station bus configuration,
stating that “The IEC61850 station bus interconnects 17 multifunction IEDs and the sta-
tion HMI gateway unit through two independent LANSs in a double-star configuration”
[8]. Similarly, other researchers acknowledge that “IEDs connect the process bus and
station bus” [7,18,36]. However, our analysis uncovers that the real-world substation
is more intricate, involving additional devices.

We draw attention to the existence of proxies and serial devices, which have not
been discussed in previous research studies about substation networks.

We also highlight our effort to use data from actual measurements and perform a
detailed architecture of the substation. As far as we are aware, Formby et al. [10] is
the only other research paper discussing data from an operational substation; however,
Formby provides only traffic flow analysis and does not attempt to enumerate all devices
and protocols used in these networks, giving us only a glimpse of what their substations
look like.

Our inspection of GOOSE packets revealed individual timestamp values for each
IED, highlighting the reliance on external synchronization sources. Time synchroniza-
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tion is crucial in substation networks, as failures can lead to artificial phase shifts and
potential tripping [28]. The IEC 61850-7-5 standard emphasizes the need for careful
consideration of time synchronization [26] to prevent undesired consequences.

Furthermore, our analysis of the SCD file provided valuable insights into the sub-
station’s configuration. We discovered that the substation relied on segmented SCD
files, which can challenge managing and updating the design. Previous research, such
as Wang et al. [34], has proposed management and control modules for more accessible
configuration file updates. Still, segmented files add another layer of complexity to this
task.

Additionally, our analysis of the SCD file revealed the use of generic user-defined
Logical Nodes (GGIO) in the substation. While GGIOs provide flexibility in cases
where the IEC 61850 standard lacks a standardized structure, they come at the cost
of losing functional descriptions. This deviation from specialized logical nodes and
reliance on GGIOs can impact the interoperability and traceability of information over
time, as noted by Kaneda et al. [16].

It is also worth mentioning that besides industrial protocols, some devices, such as
SEL IEDs, utilize proprietary protocols over serial communications. We are not aware
of other papers discussing this use in substations. The existence of these devices and
unencrypted protocols may also raise many security concerns. One such finding is the
use of default passwords, like OTTER, to access these IEDs, despite the option for
users to modify them according to the manuals [27]. This neglect of changing default
passwords can allow unauthorized personnel to access these devices. The attacks against
the power grid in Ukraine are a stark reminder that sophisticated adversaries are now
targeting the power grid [9].

Impacts of Findings and Future Design Strategies for Substation Networks: From
our analysis, we have summarized some of the implications and suggestions for future
design strategies below:

1. Redundant Paths on Network Reliability and Efficiency: The study’s findings on
redundant paths, mainly through protocols like PRP, significantly boost network reli-
ability and fault tolerance. With advanced monitoring and management systems,
careful planning and implementation of redundant paths can optimize reliability
while minimizing efficiency overhead.

2. IEDs and their evolution in future substation designs: The study highlights the role
of IEDs in substation automation and the critical need for cybersecurity in safeguard-
ing vital infrastructure. As substation automation progresses, IEDs become essential
for enhancing system intelligence, efficiency, and resilience. Future IEDs may inte-
grate advanced cybersecurity features, such as secure communication protocols and
encryption, to counter cyber threats effectively.

3. Identified vulnerabilities and recommendations for cybersecurity: The analysis
revealed several vulnerabilities in the substation network’s cybersecurity posture,
including:

— Lack of encryption for sensitive communication channels, leaving data vulner-
able to interception and tampering.

— Inadequate access control measures, allowing access to critical devices and sys-
tems multiple times unlimitedly.
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To address these vulnerabilities and enhance cybersecurity:

— Implement end-to-end encryption for critical communication channels to protect
data confidentiality and integrity.

— Enforce strong access control policies, including restricting any unauthorized
access.

— Regularly update firmware and software on network devices to patch known
vulnerabilities and mitigate security risks.

— Deploy intrusion detection and prevention systems to monitor network traffic

for anomalies.
4. Enhancement of Network Understanding through SCD File Analysis and Chal-
lenges Encountered: By analyzing the SCD file, we can:
— Identify network devices, functionalities, and interconnections based on the
standardized IEC 61850 data model.
— Validate device configurations and communication mappings against the
intended network design and operational requirements.
— Document network configurations and settings for maintenance, troubleshoot-
ing, and future upgrades.
However, challenges encountered in using the SCD file include:
— Complexity in parsing and interpreting the XML-based format of the SCD file,
requiring specialized tools or scripts for analysis.
— Inconsistencies or discrepancies between the SCD file and the network config-
uration necessitate manual verification and validation.
— Limited support for proprietary extensions or vendor-specific configurations,
leading to incomplete or inaccurate network representations.
Despite these challenges, the SCD file remains valuable for understanding substation
networks and facilitating effective network management and optimization.

9 Conclusion

As far as we know, in this paper, we provide the most detailed view of an operational
substation network. We also present a novel framework for analyzing and understanding
such networks by analyzing packet captures and utilizing an SCD file.

Our study found topics not commonly discussed in the industrial control network
literature, such as the use of redundant Ethernet networks to guarantee reliability, the
existence of several proxies (Red Boxes and Serial to Ethernet Converters), and the
coexistence of legacy serial IEDs with modern IEDs following the GOOSE protocol.
Most of the devices in the network were IEDs (63), emphasizing the critical role of
these devices in substation automation.

We hope this study motivates future work to characterize and understand these crit-
ical networks, and perform ongoing asset inventory to identfy devices that need protec-
tion, as well as to identify any new malicious endpoint added to the network.
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A Concepts of Substation
A.1 Information Model

The IEC 61850 standard defines a hierarchical information model as shown in Fig. 10
that includes:

Hierarchial Data Hierarchy
Information Example [ Header - basic details such asSCD File Version, Tool ]

Model Version etc.
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Fig. 11. SCD File Template
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Fig.10. Hierarchial Information
Model

IED (or) Physical Device: This is the device connected to the network directly.

Logical Device (LD): The LDs are logical containers organizing the information of an
IED, splitting it into different categories. Vendors categorize their information using
logical device names such as PROT(protection), CTRL (control), REC (recorder), etc.

Logical Node (LN): The LNs are the functions or components that automate the system.
They are named by four letters; the first indicates their category. For example, LN
CSWI stands for Control Switch.

Data Object (DO): Each LN includes a set of mandatory and optional data objects to
fulfill their actions. The data objects represent status information, position, measure-
ments, set points, controllable points, or descriptive information.

Data Attribute (DA): Each Data Object includes a group of data attributes that define
the properties of the object. For example, properties such as Control Value, Status Value,
timestamp, etc.

A.2  Substation Configuration Description

Integration of substation equipment is a complex task in the automation process. Using
a standardized format to configure various IEDs’ networking capabilities, equipment
functionality, is vital in improving the performance Hence, Part 6 of the IEC 61850
standard defines the Substation Configuration description Language (SCL/SCD) that
describes functions of IED and its communication network using extensive markup
language (XML) schema [13]. Figure 11 shows a substation’s template of an SCD file.
Every SCD file template contains five main sections [33], defined as follows:
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— Header: 1t helps to identify the version of the IED configurator used to create the
SCD file.

— Substation: 1t defines the substation’s name and its different entities, including var-
ious devices, interconnections, and other functionalities that help identify electrical
connections and functions.

— Communication: This section describes the communication network of IEDs and
the protocols they can use. For example, if an IED uses GOOSE, it is configured
using a sub-element GSE.

— IED: This section describes the complete configuration (functions, access points,
logical devices, logical nodes, data objects, inputs, and other information) of the
connected IED. This section also helps to identify the interconnection between the
logical nodes of multiple IEDs.

— DataType Templates: 1t provides a standardized structure for defining various com-
munication data formats and characteristics. These templates ensure consistency and
interoperability between devices and systems.

A.3 SEL Device Functionality in the Real-World Network

ACCESS XACCESS

) ()

QuIT ACCESS

QuIT

Fig. 12. Transition between different access levels in SEL devices

There are seven access levels in SEL devices. The ACCESS command is sent to enter
any access level. If password protection is enabled, then it prompts for the password.
The default password for access level 1 is OTTER, and access level 2 is TAIL. In access
level 1, we can read the data and status information; in access level 2, we can also
write the data. Access level B performs breaker control and shows breaker data. Access
levels P, A, and O show protection settings, automation settings, and output settings,
respectively, along with the functions of access level B. In the deep packet inspection,
we only find commands from three access levels (access level 0, access level 1, and a
single command from access level 2). These commands provide read access to different
information. If an access level 2 command is used, we can write data to these devices
from host machines [27]. Figure 12 shows the transition between different access levels
in SEL devices.

The QUIT command sends the system to Access level 0 from any given level.
Users utilize this command after communicating with the device to prevent unautho-
rized access.

The HISTORY command summarizes up to 40 previous events. Each summary
shows the date, time, event type, fault location, active setting group, and targets.
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Port 952 and 954:
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ACCESS. x 29 times
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Pwd: OTTER.

QuIT

Access Level 1
HISTORY

Lo Access
Level 0

2 times

Pwd: OTTER.
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SHOWSET 4 -> SHOWSET 5 -> SHOWSET 6 ->
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SHOWSET P -> SHOWSET P 1 -> SHOWSET P 2 ->

SHOWSET P 3 -> SHOWSET L 1 -> SHOWSETL 2 -

QUIT

"+ .JAccess Level
0

Pwd: OTTER.

>
'SHOWSET L 3 -> SHOWSET L 4 -> SHOWSET L 5 -
>SHOWSET L 6

7

Quit

Fig. 13. State machine of commands to ports M1:952 and M1:954

The SHOWSET command displays the device settings for the selected group. One
should use the command SET at access level 2 to perform update/write operations on
these settings. Table 6 shows different SHOWSET commands. SHOWSET with ‘A’ dis-
plays all the inactive settings.

The STATUS command allows inspection of self-test status. The device executes
the STATUS command whenever the self-test software enters a warning or failure state.

The TIME command displays and sets the internal clock.

We now summarize the commands we see and their destination:

— Commands to SEL Devices:

M1:950: QUIT.

M1:951: QUIT, ACCESS/OTTER, ACCESS, SHOWSET, HISTORY
M1:952, 954: QUIT, ACCESS/OTTER, ACCESS(multiplestimesinarow),
HISTORY, SHOWSET 1-6, SHOWSET C, SHOWSET F, SHOWSET
G,

SHOWSET P, SHOWSET P 1-3, SHOWSET L 1-6.

M1:[953, 955, 956, 960]: QUIT, ACCESS/OTTER, ACCESS (multiple
times in a row), HISTORY, SHOWSET

M1:959: QUIT, ACCESS/OTTER, HISTORY, SHOWSET, DATE,
TIME (multiple times in a row).

Most of these commands happen repeatedly. For example, in Fig. 13, which rep-
resents the state machine of commands sent to ports 952 and 954 of M1, H1 sends



234 K. Koneru et al.

Table 6. Command summary of SEL devices

Command ‘Description

Access Level 0
ACCESS ‘enters level 1; password OTTER
Access Level 1
2ACCESS  |enters level 2; password TAIL
HISTORY |DATE, TIME, etc., for the last 40 events

QUIT returns control to Access Level 0

SHOWSET n |active group settings for Group n
SHOWSET C|calibration settings

SHOWSET Gglobal settings

SHOWSET L |active logic settings

SHOWSET P |active port settings

STATUS self-test status

TIME Shows or sets time

Access Level 2
SHOWSET F [future re-calibration settings

ACCESS command 29 times, despite reaching access level 1. It is followed by QUIT
and returns to access level 0. It again enters access to level 1 and requests the settings
of these devices connected to 953 and 954.
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