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Abstract—In this paper, we study two pieces of malware that
attempted to create blackouts in Ukraine. In particular, we
design and develop a new sandbox that emulates different
networks, devices, and other characteristics so that we can ex-
ecute malware targeting substation equipment and understand
in detail the specific sequence of actions the attackers could
perform on substation equipment. We also study the effects
that future similar malware can have. Our findings include
new malware behavior not previously documented (such as
the detailed algorithm for the MMS protocol payload) and
an illustration of how attacking different targets will produce
different effects.

1. Introduction

In less than a decade, Ukraine has suffered from several
cyber attacks attempting to cause electrical outages. On
December 23, 2015, in a dark and cold winter, Ukraine
suffered a blackout caused by cyber attacks [1]. This was the
first confirmed case worldwide of cyberattacks intentionally
targeting the power grid. In this first incident, attackers
gained remote access to the industrial networks of power
companies, and a remote adversary operated the human-
machine interface of operators, opening circuit breakers
manually.

A year later, on December 17, 2016, a fifth of Ukraine’s
capital, Kyiv, experienced another blackout [2], [3]. This
time, the target was a transmission utility, and unlike the
previous year when remote human attackers opened the cir-
cuit breakers, the attack in 2016 was launched automatically
by the first known industrial malware targeting the power
grid: Industroyer [4] (also known as CrashOverride [5]).

Finally, on April 8, 2022, in the first months of the
Russian invasion of Ukraine, operators discovered another
malware tailored to attack circuit breakers automatically.
This new malware was called Industroyer 2, and it repre-
sented yet another attempt to target Ukraine’s power grid
amid many other Russian cyber-attacks coordinated along-
side their kinetic military action [6].

The two Industroyer malware payloads represent a wa-
tershed moment for the security of critical infrastructures for
several reasons: (1) they represent the first and only known
malware samples specifically deployed by malicious actors
to target the power grid. (2) Industroyer is the only known
malware that caused a power blackout successfully. (3)
Industroyer 2 exemplifies how modern wars combine cyber
and kinetic attacks to maximize a show of force. (4) While
the attackers in 2015 needed a real-time network connection
to the power company to open circuit breakers, Industroyer

and Industroyer 2 can, in principle, be deployed in air-
gapped systems (or systems with strong network segmenta-
tion where remote connections are not allowed) because the
malware could automatically target power grid equipment
without the need for human feedback. (5) Industrial malware
may have other advantages over remote (manual) attackers,
like the ability to repeatedly send commands to devices
faster than an operator could respond to them.

In the remainder of the paper, we will refer to “Indus-
troyer” as “Industroyer 1” to avoid ambiguity.

While Industroyer 1 and Industroyer 2 represent the
only known malware samples specifically designed to cause
power blackouts, they have received little attention from
the academic community. There have been several industrial
reports about them [4], [5], [7], [8], [9], [10], [11], [12], but
unfortunately, these reports tend to focus on the Windows
exploits and other indicators of compromise and do not
focus on the power grid.

We believe academic researchers working on the secu-
rity of the power grid want to learn the details of how
Industroyer 1 and 2 launched the attacks and the impact
that similar malware may have in the future so that we
can understand the attacker’s decision-making behind the
payload design and also anticipate future attacks. As we
will explain later in Table 6, these industrial reports do not
give us enough details about the design behind the industrial
payloads. For example, these reports do not answer (1)
whether the payload against the power grid expects a central
control room or a substation, (2) how many substations or
devices can be attacked, (3) what the specific sequence of
industrial commands these malware samples could send to
different devices in the power grid, and (4) what is the
impact that these attacks may cause in the bulk power
system (e.g., can these attacks lead to cascading outages,
and if not, what would be the alternate impacts).

To answer these questions, in this paper, we design and
develop a new industrial sandbox to execute malware target-
ing the power grid. Anti-virus companies use various tools
and sandboxes to execute regular IT malware dynamically.
However, as far as we are aware, there is no sandbox to
understand the execution of power grid malware because
the sandbox needs to represent a high-fidelity simulation of
industrial systems and include the unique industrial proto-
cols the malware expects. In this paper, we develop such a
sandbox and use it to understand in detail the operation and
potential impact of Industroyer 1 and Industroyer 2, reveal-
ing previously unreported functionalities of these attacks.
We plan to continue developing this sandbox and extend it



to provide other use cases.
As our contributions:
� We provide the first in-depth analysis of Industroyer

1 and 2. Our paper fills the gap between previous
industrial reports and the knowledge that power grid
operators and industrial control experts need to under-
stand the specific attack commands targeting power
grid equipment. Our analysis finds previously unre-
ported behavior of Industroyer 1 and 2.

� We design and develop NEFICS1, a new industrial
control sandbox to test malware interacting with power
grid equipment. In particular, we provide environments
that emulate a control room for a power grid operator
with remote connections to substations or a substation
network with local connections to electrical equipment.
Our software artifacts are openly available.

� We discuss and analyze the evolution of attacks, the
attack surface of the grid, and the impact that these
attacks may have on the bulk power system.

2. Background

The power grid is a distributed control system operated
by a federation of companies, each controlling a specific part
of the infrastructure. For simplicity, we call any company
monitoring and controlling a section of the power grid a
Transmission and Distribution System Provider (TDSP).

A typical TDSP has a central Control Room (CR). The
control room is where the physical process is monitored and
controlled with the help of human operators. A CR hosts
the Supervisory Control and Data Acquisition (SCADA)
applications, which collect information from remote devices
and remotely actuating equipment. A CR usually has several
specialized computers focusing on different aspects of the
operation of the power grid, such as a Historian that keeps
track of the operational states of the power grid, Human-
Machine Interfaces (HMIs) that operators can use to visu-
alize and manage the physical process, and OPC servers
used for compatibility. Most of the sensors and actuators
monitored and controlled by the CR, can be found in various
substations. So, CRs have several remote connections to a
set of distributed substations.

Substations are distributed facilities that house equip-
ment to monitor and control the power grid. These include
transformers, voltage regulators, telemetry equipment, and
protection devices. Substations can be indoor or outdoor
facilities and can be staffed or unattended. Some substations
have their own Control Room (CR) to monitor and control
the local equipment.

A SCADA server in the central CR interacts with Re-
mote Terminal Units (RTUs). RTUs are embedded com-
puters deployed in remote substations to collect data from
various devices within the substation and report this to
the CR. While RTUs have been the traditional endpoint
for communications between a CR and a substation, some
modern substation endpoints are called substation gateways.

Within a substation, an internal local network connects
various devices, including Intelligent Electronic Devices
(IEDs). An IED is an embedded computer in a substation

1. https://github.com/Cyphysecurity/NEFICS

that directly monitors and controls power system equip-
ment. IEDs host logical nodes (computer programs) such
as Control Switches (CSWI). A CSWI, in turn, controls
a physical device called a Circuit Breaker (CB). CBs are
independently mounted poles with a chamber that has an
isolating material able to stop current or arc effect currents.
CBs can be used to disconnect parts of the electric grid.

2.1. Industrial Communication Protocols

CR to substation: The communication between a CR
and a remote substation is realized by the SCADA system
through various industrial protocols. Early SCADA sys-
tems used point-to-point serial communication protocols like
Modbus and IEC 101, which emerged as the communication
standards for connecting a CR with substations. IEC 60870-
5-101 (IEC 101) enables telecontrol messages between the
CR and substations. This protocol uses a low bandwidth
bit-serial communication (serial communication) to trans-
mit data objects and services over geographically wide
areas. With the advent of TCP/IP networks, new Internet-
compatible protocols such as IEC 60870-5-104 (IEC 104)
and DNP3 became popular for connecting substations to
a CR. While these protocols support Internet standards
(TCP/IP), they are generally used over private networks
leased from telecommunication providers, so, in principle,
the links between CRs and substations are not accessible
through the public Internet.

Within a Substation: Ethernet-based communications
within a substation are defined by the IEC 61850 stan-
dard. IEC 61850 includes three protocols: MMS (used by
workstations to get data from IEDs), GOOSE (this is how
IEDs communicate between themselves), and SV (used by
IEDs to get data from the physical process). IEC 61850 also
defines a universal language for substation configuration, the
Substation Configuration Language (SCL), which includes
a logical and abstract representation of the substation com-
ponents and facilitates the automation of substations.

Finally, OPC (OLE for Process Control) is a standard
to facilitate intercommunication among ICS devices. By
leveraging Microsoft’s standards Object Linking and Em-
bedding (OLE), Component Object Model (COM), and Dis-
tributed Component Object Model (DCOM), OPC models
the interface to translate OPC requests (e.g., read/write) to
requests understandable by the target device [13]. What is
known as OPC Classic is the initial standard that used to
work only on Windows systems and is composed by the
OPC Data Access (DA), OPC Alarms & Events (AE), and
OPC Historical Data Access (OPC HDA). More recently,
the OPC Foundation created the OPC Unified Architecture
(UA) [14]; a standard that works on multiple environments
(not only on Windows) and includes multiple capabilities,
such as Session Encryption, Message Signing, and Se-
quenced Packets.

An attacker must understand these protocols to design an
effective payload capable of communicating with the equip-
ment in predictable ways. Defenders can also understand
the potential impact of the malware by understanding these
protocols and the architecture of industrial networks. For
example, Industroyer 1 was a Swiss army knife for attacking
power grid systems. It had payloads for IEC 101, IEC 104,



Internet Firewall Corporate

Network

Firewall

Historian

RS-232

SCADAWorkstation

RTU

IEC-101 Substation

IEDIED

IED

WAN

RS-232

Dialup

IEC-101

Dialup

Main Control Network

Workstation

RTU

IEC-104 Substation

IEDIED

IED

Workstation

RTU

IEC-104 Substation

IEDIED

IED

Workstation

IEC-104

IEC-104

IEC-61850 IEC-61850IEC-61850

OPC Server

Figure 1: Industroyer capabilities (denoted by the devils) in
a power grid. Industroyer can interact using the industrial
protocols in red and purple.

IEC 61850, and OPC, while Industroyer 2 only targeted IEC
104. This meant that Industroyer 1 could be deployed in a
CR and use IEC 101 or IEC 104 to talk to substations, or
if it was deployed in a substation, it could use IEC 61850
to talk to IEDs.

Figure 1 shows how Industroyer 1 could have interacted
with several devices in the power grid; e.g., it could be
launched from the SCADA computer in the main control
room and use serial connections (such as IEC 101) or
TCP/IP connections (such as IEC 104) to reach substations.
Alternatively, it can be deployed in a workstation within a
substation and use IEC 61850 to discover and target IEDs.
As far as we are aware, this is the most detailed network
architecture representing the capabilities of Industroyer 1
and 2 and the specific locations where they could interact
with power grid equipment. This diagram also helps us
design a sandbox that can convince Industroyer 1 and 2
to believe they are inside a power grid.

3. Sandbox Design

Malware analysis is more effective if it can be deployed
in a sandbox that represents a realistic environment where it
is intended to be deployed. A securely isolated virtual ma-
chine is sufficient to understand general malware affecting
system resources. However, we must emulate or simulate
new equipment and industrial protocols to interact with the
malware. A cost-effective solution is to use a simulated
environment replicating the conditions of such critical in-
frastructures, allowing us to observe both the malware’s
digital behavior and the attack’s physical repercussions.

We evaluated some existing power grid testbeds to de-
termine whether they would be a suitable starting point for
our purposes (Table 1). We looked into whether the system

provides a suitable device and network components simu-
lation, is fully open-source, easily extensible, and supports
all the protocols that Industroyer uses.

While searching for different testbeds, we noticed that
the ones with an accurate power grid model lacked the
capabilities to support the required network protocols (in
particular, none supported IEC-101 and IEC-104), and those
with accurate network simulations lacked a reliable physi-
cal model. Most of them have some external component
such as a system-in-the-loop (SITL) or hardware-in-the-loop
(HITL), making it difficult to replicate, or use proprietary
modules that prevent it from being easily extensible, as its
original goal constraints the design. HITL testbeds aim to
test and refine a system by adding hardware components
that reflect the changes in the physical system. In contrast,
SITL testbeds add an existing system to simulated real-time
devices to test and refine these simulations.

TABLE 1: Power grid / Smart Grid testbeds.
[15] [16] [17] [18] [19] [20] [21] [22] [23]

Physical simulation    # #  # #  
SITL / HITL  #        
Network simulation       #   
Proprietary modules          
Industroyer protocols 0/4 0/4 0/4 2/4 2/4 2/4 1/4 1/4 1/4

#: Not supported  : Supported

Overall, these environments rely on proprietary software
or hardware, limiting their extensibility and openness. In ad-
dition, none of them support all the devices or the industrial
protocols we need in our study; therefore, we now propose
a new open-source, extensible solution. We identified the
following criteria when designing our sandbox:
Isolation: It must be isolated from any other network.
Secure-coupling: We must be able to integrate a machine

infected with malware.
Network tracking: A network traffic capture is essential to

understand how the malware interacts with its targets.
Flexibility: It must support various industrial control proto-

cols. In this specific instance, power grid protocols for
remote substation control and substation automation.

Physical simulation: It must simulate changes in a physi-
cal process.

Customizable: The simulation scenarios must be config-
urable.

Extensible: It must support future scenarios with different
processes.

Figure 2 illustrates the proposed design. Isolation,
Secure-coupling, and Network traffic are three characteris-
tics that a virtual network linked to a virtual machine’s net-
work interface offer. Two virtual machines linked by a host-
only network in the hypervisor prevent potentially hazardous
network traffic from leaving the secure environment (Figure
2 2 ). Moreover, having all the malicious traffic routed to
the simulated network via a virtual machine interface allows
us to capture any network traffic for analysis.

To implement the virtual network itself, kernel names-
paces, often used in container solutions, provide a viable
way of simulating multiple hosts in a single Linux machine.
Mininet uses the same concept to create virtual network



hosts. Since it is Python-based, we can develop a way to
integrate a physical simulation into the network emulation
provided by Mininet. Moreover, Mininet uses Open vSwitch
to interconnect the simulated hosts, providing a software-
defined network solution that allows us to connect the
simulation to a virtual machine’s host-only network inter-
face, integrating the infected host to the simulated network
(Figure 2 1 ). This solution offers a secure and isolated
network to capture and analyze the network traffic.

We can achieve Flexibility, Extensibility, and Cus-
tomizable characteristics by implementing the sandbox in
separate modules. Any industrial control protocol supported
by the sandbox would be a separate module, dynamically
loaded and enabled as required. By making the sandbox
modular by design, we can incrementally add new phys-
ical processes and industrial control protocols as needed.
Moreover, implementing a handler component to parse a
configuration file with the description of the desired scenario
allows us to build complex topologies dynamically without
explicitly developing the scenario but rather the modules
comprising it.

Finally, the Physical emulation must provide realistic
data over the implemented protocols. We must interconnect
the physical simulation with the network simulation (Figure
2 3 ). For this purpose, we identified two primary compo-
nents for our sandbox: the communication with the network
emulation and the physical process.

Infected VM

local server
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Host-only network

Hypervisor named pipe
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Handler
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Physical Emulation
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Figure 2: Sandbox architecture.

Since one of our requirements is to support various
industrial control protocols, albeit not necessarily at the
same time, each simulated host must be able to dynami-
cally enable or disable the support for an industrial control
protocol. Moreover, the network topology and simulated
hosts must be configurable. Therefore, there needs to be
a component that parses the configuration requirements and
uses each supported protocol as needed. Since this com-
ponent will essentially handle the information flow of the
simulated industrial device, we could tie this component to
the physical simulation, requesting and updating values from
the simulated physical process and translating these values
into the industrial control protocol.

With this information handler in mind, we can imple-
ment the different supported industrial control protocols into
modules that the handler can dynamically import to enable
a specific protocol and communicate with the infected ma-
chine or any standard industrial control client.

This handler presented the primary implementation chal-
lenge. Once the sandbox instantiates a device, the virtual
device must follow with an instantiation of this handler.
Therefore, each virtual device implementation must have a

unique handler that bridges the device with the different
network protocols and the physical simulation. Following
our flexibility and extensibility requirements, these handlers
must be imported and instantiated at runtime. To overcome
this complexity, we implemented a generic launcher that
checks the device and handler modules against the provided
configuration at runtime and creates the required instances.
Using this launcher component, we do not restrict the im-
plementation to a particular scenario and allow the sandbox
to be extended to include additional physical processes and
devices.

So far, we have implemented modules for handling IEC-
60870-101, IEC-60870-104, and Modbus TCP using Scapy,
IEC-61850 using the iec61850bean library, a Matrikon OPC
server for OPC-DA, and CPPPO for Ethernet/IP CIP.

IEC-60870-101 (Serial) and IEC-60870-104 (TCP/IP)
and both remote control protocols are used by operators
to control multiple substations from a central control room.
Therefore, this scenario simulates the remote communica-
tion between an infected host in a control center and multiple
remote substations linked by a WAN or a legacy serial dial-
up connection. We use the IEC-61850 module to simulate
devices within the local LAN of a substation. Thus, the
infected machine in this scenario would be a local operator
workstation inside the substation within the local LAN.

For the physical process simulation, we can either have
one virtual host do all the simulations and coordinate with
the other hosts or have each host simulate part of the
physical process and synchronize the simulation state with
the relevant hosts. In either case, we need the simulated
hosts to communicate with each other and synchronize the
state of any physical sensors and actuators handled by the
simulated devices. This physical communication must be:
(1) Fast, meaning that the physical process simulation must
be as realistic as possible and run in real-time. (2) Up-to-
date, meaning that each device holds only the most recent
data. (3) Concise, meaning that we only send the necessary
values, and (4) Addressable as we want the values to reach
the desired device.

A UDP protocol is sufficient for the fast and up-to-date
requirements, as there would be no issue with a missing
packet if a device receives a more recent packet, and the
lack of flow control offers a speed advantage over a TCP
protocol. As for conciseness and addressability, a fixed-size
structure of bytes carrying the necessary information fulfills
this requirement. We designed a simple small payload that
allows us to transmit concise sensor and actuator values to
and from the simulated devices, with addressable device IDs,
as most industrial control protocols do.

Our proposed solution is a UDP protocol that uses
fixed 28-byte packets containing sender and receiver IDs,
a message type, two integer values, and two float values.
Sender and Receiver IDs make the protocol addressable in
the application layer, meaning that the sender can broadcast
the packet without knowing the recipient’s IP address and
effectively transmit a value, which is helpful in scenarios
in which we dynamically build a network topology without
knowing the IP addresses that Mininet assigns to the hosts.
The message type allows us to customize the messages and
specify the packet’s data, be it a range, set-point, sensor
value, or actuator value. Since we want a standardized way



of sending the data, we always send a fixed-size payload,
and it is up to the message type to determine the semantics
of the four values.

Using this protocol, we construct the physical simulation
in separate modules that we instantiate as needed. These
modules use the protocol to communicate with the simu-
lation handlers, providing them with the up-to-date state of
the sensors and receiving any state changes for the actuators
to simulate the modifications in the simulation.

4. Malware Analysis

TABLE 2: Malware samples.
Sample Industroyer SHA-256
101.dll 1 a319551ef72492b3cd489de676b2f6e7938a5ef23e572d36dd742b599686caac
104.dll 1 7907dd95c1d36cf3dc842a1bd804f0db511a0f68f4b3d382c23a3c974a383cad
61850.dll 1 4e7d2b269088c1575a31668d86de95fd3dde6caa88051d7ec110f7f150058789
haslo.exe 1 ad23c7930dae02de1ea3c6836091b5fb3c62a89bf2bcfb83b4b39ede15904910
opc.exe 1 156bd34d713d0c8419a5da040b3c2dd48c4c6b00d8a47698e412db16b1ffac0f
svchost.exe 1 7cc9ac6383437dd96161b93b017500a22a2c8d05f58778b9b9fce8ea73304546

40 115.exe 2 d69665f56ddef7ad4e71971f06432e59f1510a7194386e5f0e8926aea7b88e00

Our Industroyer samples are summarized in Table 2.
Industroyer 1 consists of a set of DLLs and executable files.
In contrast, Industroyer 2 is a single executable file. Both
malware versions are post-exploitation tools (final payload),
which are deployed after a successful intrusion.

The attackers built Industroyer 1 as a malicious frame-
work. A launcher component (svchost.exe) executes the
desired framework payload, masquerading it as a Windows
service for persistence. The adversaries can launch a dif-
ferent service for each supported industrial control pro-
tocol (i.e., 101.dll, 104.dll, 61850.dll, and opc.exe) using
the corresponding configuration file, initiating the malicious
payload. Once they complete their primary objective, they
can execute the wiper component (haslo.exe), which wipes
critical industrial information from the infected host and
prevents a prompt solution against the attack.

Unlike its predecessor, Industroyer 2 is a single stand-
alone executable file with a hard-coded configuration that
executes all the necessary actions for the attack and ter-
minates its execution once it accomplishes the primary
objective. During the Industroyer 2 intrusions, adversaries
also deployed several wiper components (CaddyWiper for
Windows systems, ORCSHRED, SOLOSHRED, and AW-
FULSHRED for Linux and Solaris systems), following the
same general modus operandi adopted during the Indus-
troyer 1 attack.

4.1. Methodology

To understand the malware capabilities, we studied each
payload sample through three sequential stages: static anal-
ysis, dynamic analysis, and semantic analysis.

Static analysis: Initial sample exploration to gather suf-
ficient information about each malicious image without ex-
ecuting them. Some of the tests performed involve strings
extraction, gathering of import/export functions, and detec-
tion of anti-debugging mechanisms (e.g., obfuscation/en-
cryption). In this stage, we determined various execution
constraints, such as the file format of the expected con-
figuration files for specific payloads, a control flow graph

analysis to determine the expected values by the malware,
and entry points for further debugging.

Dynamic analysis: Behavioral study of the sample. The
objective is to understand how the malware behaves when
executed. Based on the execution constraints obtained from
the static analysis, we deployed an isolated environment that
simulated the scenario expected by the malicious software.
The output of this stage provides information about the inter-
action between the malware and its environment (e.g., packet
captures, log files, etc.) and helps us to craft the adequate
packets for the NEFICS modules in scenarios where the
malware waits for certain values and packet sequences.

Semantic analysis: Semantic study of the sample. The
objective is to understand the real impact of the malware
execution against the physical system. We simulate physi-
cal systems and electricity network services in our testing
environment using the modules we designed for NEFICS to
determine how the malware can affect the targeted infras-
tructure.

4.2. Attack Patterns of Industroyer 1 & 2

Being a modular industrial control malware, Indus-
troyer 1 can carry out multi-pronged and multi-target attacks
against different processes and parts of the power grid opera-
tion by using four payload modules, each targeting a specific
power grid control protocol: IEC 101, IEC 104, IEC 61850,
and OPC Data Access (OPC-DA). In contrast, Industroyer
2 is a stand-alone executable that uses a single protocol to
perform its attack: IEC 104. Each supported protocol also
reveals the potential industrial control targets the attackers
could compromise. Using Industroyer 1, an adversary could
launch an attack against an OPC-DA server, RTUs via IEC-
101 or IEC-104, and substation IEDs using IEC-61850. As
for Industroyer 2, the targets are RTUs supporting IEC-104.

Figure 3 shows the overall process each payload exe-
cutes to accomplish its task. In the next section, we will de-
scribe each payload in detail, but here, we briefly overview
the attack patterns.

Targets. This is the step where the payloads differed the
most. In some cases, the attacker had a lot of information
about the specific targets and baked the targets into the
executable (e.g., Industroyer 2); in other cases, the mal-
ware expected a specific target (e.g., IP addresses, ASDU
Common Address, and specific IOAs) but this information
was provided via a configuration file read at execution
time (e.g., Industroyer 1’s IEC 104 payload), finally, in
some cases the malware did not have nor expected any
information about the target; instead, the malware executed
commands to perform a reconnaissance of potential targets
(e.g., Industroyer 1’s OPC-DA payload).

Blocking. Most payloads prevented a legitimate process
from interfering. If the legitimate control process retains a
communications channel with the target, it can prevent or
override any malicious command. Each payload attempts
to avoid this by terminating the legitimate process (e.g.,
the IEC-104 payload terminates the running SCADA soft-
ware communication agent) or locking the required resource
within the operating system (e.g., the IEC-101 payload
blocks all serial ports).
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Figure 3: Overall malicious process for each payload

Connection. Most payloads use a TCP-based protocol
to send malicious commands to the targets. These payloads
create a separate thread to handle each TCP connection (e.g.,
IEC-104) or occupy the serial port (IEC-101).

Exploit. In this step, the malware sends malicious com-
mands to devices in the power grid. Some payloads send
specific commands to each target (e.g., the IEC-61850 pay-
load sends 35 commands to a CSWI). In contrast, others en-
ter an infinite loop in which they periodically send malicious
commands (e.g., the IEC-104 payload of Industroyer 1 keeps
repeating a configurable sequence of commands forever).

Regardless of the specific payload nuances, the main
objective of all payloads is to change the status of specific
circuit breakers controlled by RTUs or IEDs. We now dis-
cuss the general overview of the payloads.

4.3. IEC 61850 payload

Industroyer 1 targets MMS, a protocol used to connect
with IED devices. To observe the malware interacting with
its target, we used the iec61850bean open-source server [24]
as a target.

Fig. 4 illustrates a general IEC 61850 network in a
substation. The 61850 payload has three primary stages, as
shown in Fig. 3a:

1 Initialization and configuration: The payload’s entry
point may have a configuration (.ini) file with a list of
target IP addresses. In this stage, the payload reads the
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configuration file and identifies targets with open port 102
(MMS service); otherwise, it scans the local network for
viable targets.

2 Establishing communication: In this stage, the pay-
load creates an individual thread for each IP address with
an open 102 port to establish the connection and launch the
attack. It sends a TCP connection request, followed by a
Connection-Oriented Transport Protocol (COTP) request. If
the target accepts the COTP request, the malware sends an
MMS connection initiation request. The target confirms the



connection initiation by sending an MMS initiation response
and establishing a successful connection.

3 Malicious control loop: In the final stage, the pay-
load enters into a loop of write requests. The goal of the
61850 payload is to locate the control switches (CSWIs)
exposed by the target. The malware targets these switches
and changes the values of their control variables.

Devices (IEDs) that support IEC 61850 usually come
pre-configured with data models from the manufacturer.
These data models summarize what the device is capable
of. For example, if an IED can Protect a circuit from over-
current, it will have a logical node named PTOC (a logical
node beginning with a “P” means it is for protection).
Similarly, a device with over-voltage protection will have
a logical device named PTOV.

Industroyer 1 uses the command getNameList to find
the logical devices of a given IP address supporting IEC
61850. In particular, we find that Industroyer 1 asks if the
device has logical nodes named CSWI. This logical node is
used for control (logical names starting with “C” means that
they are control devices). These control elements can operate
circuit breakers (XCBR), isolators (XSWI), or other process
equipment located in a merging unit in the switchyard (the
process level in Fig. 4). Logical node names starting with an
“X” means that these devices are switchgear–and are located
in the switchyard.

In the analysis of the 61850 payload, we observed that
Industroyer 1 tries to identify the following CSWI objects:
stVal: This variable indicates the status of the CSWI. It
can assume several possible values, among which 0x40 is
for position OPEN and 0x80 for position CLOSED. In
our analysis, we found that any value that is not 0x80 is
(incorrectly) considered as OPEN by Industroyer 1.
ctlModel: Defines the mode in which the CSWI operates.
In mode 0, it only reports its status; in mode 1, it can
be controlled directly by a single command; in mode 2,
it is configured with Select Before Operate (SBO), where
(for safety reasons) the switch first needs a select command
indicating the intention to change its status, and only after
it receives a second command (operate) it changes its value.
In mode 3, it can be controlled by a single command, and
the IED sends back a confirmation that the physical device
changed its position as requested (or not). Finally, in mode
4, the switch is in SBO mode, and in addition, it sends
the confirmation command. These modes are summarized
in Figure 5a. We configured the IED server to reply with
all of these possible values but found that Industroyer 1
considered ctlModel replies of 0, 1, 2, or 3 as if the
server was configured with a ctlModel of 1, as illustrated
in Figure 5b (i.e., Industroyer 1 sends an Operate command
without a Select beforehand). This is one of the many ways
Industroyer 1 deviates from the standards, as we will show
later in the paper.

After the initial reconnaissance is completed, Industroyer
1 delivers its malicious commands by sending write requests
based on the ctlModel value. As illustrated in Fig. 5b, if
ctlModel=4, then it sends two write requests: (1) SBO
to select the device before sending Operate command, and
(2) Oper to change the control value of CSWI. For any
other value of ctlModel, it sends only one write com-
mand, Oper (which, as we mentioned before, violates the

standard). We infer that the machine targeted by Industroyer
1 was only either in a ctlModel mode of 1 or 4, and that is
the reason the malware developers did not create an accurate
payload for the reply if the server replies with a ctlModel
of 0, 2, or 3.

Another interesting observation is that the malware sends
a sequence of 36 commands, each time alternating the status
of the circuit breaker. This repeated opening and closing
of the circuit breaker may be meant to damage the circuit
breaker or associated device (in addition to trying to create
a blackout).
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Figure 5: Industroyer 1 sends same write requests for
ctlModel = 0, 1, 2, 3. Only two distinct modes (1 and 4)
of operation by malware.

Fig. 6 shows the logic of Industroyer 1 for changing
the status of a circuit breaker. The first step is to get
details of the target: after Industroyer 1 sends the first read
request getNameList, the server gives the list of logical
devices (IEDs) in the server. The second read request is
logical device-specific, to obtain the list of logical nodes
(Control switches, Circuit Breakers, etc.) in the specified
logical device. The server responds with all the logical nodes
and their corresponding data attributes. Then Industroyer 1
scans for the CSWI objects described above. If the variables
stVal and ctlModel are not present, then it closes the
connection. Industroyer 1 sends read requests to get these
values if these variables are present. The response from the
server may be 0x40 or 0x80 for stVal, which represents
that the switch is either OPEN or CLOSED, respectively.
For ctlModel, the server can respond with either value
from 0� 4.

Experiments with IEDs: We now test how Industroyer
1 interacts with real-world devices.

Fig. 7 shows the devices used: Siemens Siprotec 4 7sj82
(Fig. 7a); Siemens Siprotec 5 6MU85 (Fig. 7d left); ABB
ref 620 (Fig. 7d right); and a Raspberri PI running the
LibIEC61850 library (Fig. 7e). Figures 7b and 7c show the
light indicator and the single-line diagram graphical repre-
sentation of the protection mechanisms (circuit breakers and
isolators).

While performing tests against different IEDs, we no-
ticed the brittleness of Industroyer 1 toward the data model
provided by an IED. Attempts against the Siemens Siprotec
4 family yielded mixed results depending on the testing
mode setting. Whenever the IED is under regular operation,
Industroyer 1 executes the attack without affecting the sys-
tem’s physical state, sending the commands in testing mode.
However, if the device operates in testing mode, Industroyer




