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Abstract—Due to the unique characteristics of Operational
Technology (OT), i.e., technology centered around cyber-
physical activities, performing OT-related cyber-attacks is
traditionally thought to require both specialized- and generic
IT-related knowledge. However, in recent years, the need
for specialized knowledge decreased, and OT-related cyber-
attacks became increasingly easier to perform. In this paper,
we profile a new threat actor, referred to as the unspecial-
ized OT attacker, who performs targeted, OT-related cyber-
attacks with at most basic generic knowledge. We show
the relevance of this threat actor by identifying past OT-
related cyber-attacks that match this threat actor profile’s
capabilities; we do so by mapping the types of tools used
during these cyber-attacks and the knowledge required to
use them. To further substantiate our analysis, we investi-
gate readily-available tools that can assist threat actors in
performing OT-related cyber-attacks. The combination of
our findings highlights the present-day lowered entry level
requirements to attack OT environments while limiting the
scope of current assumptions.

1. Introduction

Cyber-attacks on Operational Technology (OT) /
Industrial Control Systems (ICSs) date at least as far back
as 1988 [1]. Due to the unique characteristics of OT
environments, such as the use of proprietary protocols
and types of assets not found in IT environments, these
cyber-attacks used to require specialized knowledge and/or
physical access. Moreover, they used to be performed
either by insiders, people without actual malicious intent,
or in an untargeted manner by worms in (accidentally)
Internet-connected environments [2[]. This trend changed
around 2010, when a shift in (OT-related) cyber-attacks
can be observed [3]]. Examples such as Stuxnet and Triton
show that attacks became more targeted, malicious, and
destructive [4]. Remarkably, asides from few high-profile
attacks, this shift did not imply an increase in skilled threat
actors (characterized by specialized knowledge). On the
contrary, due to the IT/OT convergence [5]], accessibility
to OT environments became easier [4f], and the need for
specialized knowledge decreased [6].

Today, many readily-available tools exist that can be
used to perform OT-related cyber-attacks. These tools
can be found in underground markets and the clear-

net, including both special-made ones that target OT(-
components), and ones used for regular everyday pro-
fessional usage. As discussed in Section [7} a significant
number of these special-made tools are not created with
malicious intent, but they can be (and have been) abused
with little to no effort. Moreover, IT-related cyber-attack
tools are also increasingly proving their usefulness in OT
environments [7]. The present day availability of these
tools further contributes to less-skilled threat actors being
able to perform cyber-attacks that previously required
specialized knowledge [8].

Current literature acknowledges this reduction in skill
set requirement for performing OT-related cyber-attacks.
However, to the best of our knowledge, there is no
dedicated study on the topic. Moreover, although OT-
related threat actor profiles are discussed in literature (see
Section [2), the threat actor profile highlighted above is
always missing. In this work, we aim to contribute to the
awareness that this reduction in skill set is a credible threat
to OT, and show how these threat actors can perform OT-
related cyber-attacks without specialized knowledge.
Contribution. First, we formally define a new OT threat
actor profile, which we name the “unspecialized OT at-
tacker", who exclusively uses readily-available tools to
carry out OT-related cyber-attacks without any specialized
(OT) knowledge and at most basic generic (IT) knowledge.
Second, we show that this threat actor profile is a credible
threat to OT by performing an extensive analysis of the
tools used in OT-related cyber-attacks between 1988 and
2022. To do so, we introduce a methodology to classify
the tools used during these cyber-attacks and to map them
to the well-known MITRE ATT&CK® for ICS framework.
This mapping allows us to systematically determine what
types of tools were used during the different steps of
each cyber-attack, in turn identifying those that match
the unspecialized OT attacker profile. Additionally, we
investigate the availability of relevant tools in underground
markets and on the clearnet. We map these tools to the
ATT&CK for ICS framework, showing that at least one
readily-available tool exists for each step of an OT-related
cyber-attack. Through this mapping, we demonstrate the
feasibility of performing OT-related cyber-attacks using
only readily-available tools and the threat that the unspe-
cialized OT attacker poses to OT today.

The rest of the paper is structured as follows. Section 2]
presents related work; Section [3] provides preliminary



notions; Section E] gives a detailed definition of the un-
specialized OT attacker, including examples; Section [3]
focuses on the analysis of the tools used in past OT-related
cyber-attacks; Section [6] presents the research on readily
available tools on the Internet; Section [7] discusses the
results of both parts of our research; Lastly, Section [3]
concludes the paper.

2. Related Work

Our work is not the first that profiles threat actors that
target OT and Cyber-Physical Systems (CPSs). Multiple
profiles have already been formalized in literature, which
range from cybercriminals (with various intentions) to
nation state actors. These studies have been summarized
by Rocchetto and Tippenhauer in [9]. We compare the
unspecialized OT attacker to the profiles defined in [9]
in Table [T} showing a distinct difference in skill set
and knowledge with the other threat actor profiles. Note
that this is not the complete scheme that Rocchetto and
Tippenhauer use to compare threat actor profiles. We
omitted a set of comparison dimensions, such as “financial
support", “camouflage”, and “manpower”, as we define
the unspecialized OT attacker using only their skill set
and knowledge, as will be explained in more detail in
Section E} Furthermore, we omitted the terrorist profile as
its intentions are not cyber-attack related. We also do not
consider hacktivists to be a different profile from cyber-
criminals, as we do not consider motivation. Furthermore,
the skill sets characterizing hacktivists can vary signifi-
cantly, e.g., some have the specialized (OT) knowledge to
make custom tools [10], making such profile unsuitable to
map using these characteristics. We kept both profiles in
Table [I] as Rocchetto and Tippenhauer consider them as
different profiles with different characteristics. Lastly, al-
though we do not consider background, we did include the
insider profile to show the difference between insiders that
have OT-specific knowledge (e.g., engineers), opposed to
those who do not, i.e., those fitting the unspecialized OT
attacker profile, such as a system administrator.

Even though this threat actor has not been formally
profiled before, threat actors matching this profile have
been identified by Mandiant [11]]. They recognize that
there is an increase of low-sophisticated cyber-attacks on
OT, describing multiple cyber-attacks from 2020 onwards.
Our research goes a step further by formalizing the threat
actor characteristics and taking a structured approach to
identifying cyber-attacks compatible with the unspecial-
ized OT attacker profile. Note that Mandiant’s research
includes non-public cyber-attacks as well, which make up
the largest part of their findings, whereas we only make
use of public information sources.

Mandiant also recognizes the increasing availability
of OT-related readily-available tools [8] that help threat
actors performing these cyber-attacks today. Through their
research they identify a wide set of tools and categorize
them based on their “functionality"”, e.g., hardware-based
or network discovery tools. They also observe that most
development of OT-related tools started around 2010, but
their first observation dates back to 2004.

Table 1. THREAT ACTOR PROFILES AND CHARACTERISTICS AS
DEFINED BY ROCCHETTO AND TIPPENHAUER, COMPARED TO THE
UNSPECIALIZED OT ATTACKER PROFILE.

|| = | x ) 3 - 4} E
S| |E 5|5 |E[(3|g|E|=2|%

: | S| 2| 2|2 |2 |8|S|2|8|&

=) =] = 5 “5 :Z: = E & = I}

Z|S |~ |72 |4 S & | & E

2| <

B O O | O O| O | O O] O | O] O| O
UDA | O | O] O | ©O|©0O|O0O|]O|O|0O| O] 0O
C ©O | OO | @ O O] OO |0 ]| @ O
H © | 0| O | @ ®  O|O|O0O|0O]| O] O
I ©O | O] O0O|O0O| 0| @ [ 2N ) ©O| 0| O
N © o [ ) [ ) [ ) O O O [ ] [ ) [ )

B = Basic user, UOA = Unspecialized OT Attacker, C =
Cybercriminal, H = Hacktivist, I = Insider, N = Nation State. Skill
level/knowledge/intention [basic < intermediate < advanced] expressed
as [O<©O<e]

3. Background

To analyze the capabilities of threat actors performing
OT-related cyber-attacks, it is important to classify the
nature and purpose of the tools they use. In Section [3.1]
we introduce cyber-attack tools and their features relevant
for this work. In Section [3.2} we describe the ATT&CK
for ICS framework.

3.1. Tools and Their Characteristics

In the context of cyber-attacks, we define tools as
instruments contributing to the successful exploitation
of system vulnerabilities [12]. Thus, cyber-attack tools
are not limited to software, e.g., malware or dual-
use tools (not maliciously intended, but still abusable,
software) [13[]. Cyber-attack tools also include general-
purpose information, e.g., access credentials and other
relevant intelligence, and hardware, e.g., RF equipment
and lock-picking kits.

In this paper, we distinguish tools through the fol-
lowing characteristics: nature (benign/malicious), skill set
required for effective/correct usage, and availability. These
characteristics can vary significantly between tools, and, in
turn, require different capabilities for attackers to be able
to (ab)use them during cyber-attacks. Table 2] summarizes
the three classes of tools we consider in this paper:
auxiliary, commodity, and non-commodity. Note that we
choose to explicitly avoid the dual-use tool categorization
as it does not encompass the nature and skill set required
to effectively use the specific tool.

“Auxiliary tools" are inherent to everyday (profes-
sional) system usage. They are created for benign purposes
and are either available to any interested party (freely or
commercially) or only distributed to professionals who
intend to use them in their daily work. The distinguishing
feature of these tools is that they are not created to
exploit any vulnerabilities, but are prone to having their
features exploited [14f]. Hence, they are interesting for
threat actors to (illegally) acquire and abuse them. The
act of abusing these tools is often labeled as a “living-
off-the-land" attack [13f], and these tools are often cat-
egorized as dual-use tools (by definition). Examples of
auxiliary tools are email clients, used to spread malware,
telnet/SSH clients, used to execute malicious commands,



or the software controlling an ICS, which can be used for
multiple malicious purposes [[15]].

“Commodity tools" are both readily available and
malicious in nature, i.e., they are created to identify or
exploit system vulnerabilities, regardless of their user’s
nature. In other words, this tool classification does not
consider the context in which these tools are being used,
e.g., (maliciously) by a threat actor or (benign) by a
penetration tester. The tools themselves are malicious in
nature as they are created with the intention to contribute
to the exploitation of systems. Typically, these tools can
be acquired by almost any interested party through ei-
ther underground markets, commercial parties that sell
them as assessment tools, or open source repositories.
Examples of commodity tools are Agent Tesla, a Remote
Access Tool (RAT) sold on underground markets [16],
and CobaltStrike, a well-known penetration testing tool
that is also being sold illegally on underground markets
and abused during cyber-attacks [7]]. Note that the latter
is also labeled as a dual-use tool by industry [17]], even
though CobaltStrike and auxiliary tools differ in nature
(and potentially in skill set as discussed below). Hence,
the need to distinguish auxiliary from commodity tools as
the dual-use categorization does not provide this required
granularity.

“Non-commodity tools” are malicious in nature, but
not readily available to any interested party. Thus, they
share the same definition as commodity tools, but their
distribution is limited or highly controlled by, typically,
their creator(s). We refer to these tools as “non-commodity
tools", but in literature they are also referred to as “be-
spoke tools" [14] or “custom tools". Examples of such
tools are Stuxnet [[18] and INCONTROLLER [19].
Characteristic variations unique to OT. When reasoning
about these tool classes from an OT threat actor perspec-
tive, it is important to discuss the characteristic variations
unique to OT. These variations stem from the inherent
differences between IT and OT environments, such as
the heterogeneity of OT vendors, who primarily create
their own proprietary hardware and software, and the vast
differences in sector-specific processes. As a result, the
skill set potentially required for OT-related cyber-attacks
is wider than for IT-related ones. Table 2] summarizes
the differences in characteristics between these tools from
an OT perspective. Both commodity and non-commodity
tools generally require generic (sector-agnostic) knowl-
edge for effective usage, e.g., IT-related knowledge for
software-based tools. For example, threat actors must
know when and why to perform a port scan and how to
weaponize its outputs. However, they do not need to know
how/why a malicious script influences a Programmable
Logic Controller (PLC), only how to execute it success-
fully. Conversely, auxiliary tools may require specialized
knowledge, e.g., OT-specific tools usually require training
or having (sector-specific) process knowledge. For exam-
ple, an engineer making changes to a PLC needs to know
how to use the programming software correctly. They do
not require knowledge related to the inner workings of
the underlying network, e.g., on what ports the relevant
protocols operate. Furthermore, they need to have sector-
specific knowledge to ensure that the intended changes
are correctly implemented. Thus, an engineer specialized
in process automation in the oil and gas sector is not

Table 2. TOOL CLASSES AND THEIR CHARACTERISTICS FROM AN
USER’S PERSPECTIVE.

Tool Class
Characteristic Auxiliary | Commodity | Non-commodity
Tool-literacy v v v
Generic
knowledge f v
Specialized
knowledge «) «)
Readily available ) v
Nature Benign Malicious Malicious

V= required, (v') = requirement differs per tool.

necessarily able to make meaningful changes to PLCs used
in the food manufacturing sector.

Specialized knowledge is generally required for cre-
ating any tool capable of interacting with OT environ-
ments [8]. Hence, when discussing threat actor capabil-
ities, it is important to differentiate between those who
only have the ability to use tools and those who are able
to create them. Consequently, threat actors that are unable
to create tools themselves must acquire them through other
means.

By definition, auxiliary and non-commodity tools can-
not always be acquired by any interested party. Addition-
ally, even if an attacker would have access to a tool that
in principle could serve a desired purpose does not mean
that the tool can be used in the target’s environment. For
example, radio equipment used to configure a Remote Ter-
minal Unit (RTU) can likely only be obtained legitimately
through its vendor, which only sells said equipment to
accredited customers. Moreover, this equipment can likely
only be used to configure RTUs from this specific vendor,
not others. Note that this does not mean that threat actors
are unable to acquire any auxiliary- or non-commodity
tools at all; these tools are just not always readily available.

Summarizing, OT-targeting threat actors who are un-
able to create tools can still successfully perform OT-
related cyber-attacks using the tools available to them.
However, their tools may not be suitable for the target’s
environment, and require the threat actors to have the
knowledge to use them effectively.

3.2. ATT&CK for ICS

ATT&CK for ICS is an actively maintained knowledge
base[ﬂ developed by MITRE and describes, among others,
adversarial behavior [20]. It provides a categorization of
goals, named factics, that a threat actor could want to
achieve during a cyber-attack. For example, if a threat
actor wanted to impair process control in an OT environ-
ment, they would have to first achieve initial access to the
network, and possibly perform lateral movement to reach
the OT assets within the network. In this paper, we use
these tactics to systematically describe the different steps
a threat actor can perform to execute their cyber-attack.

4. The Unspecialized OT attacker

We define the unspecialized OT attacker as a threat ac-
tor that performs targeted, OT-related cyber-attacks with,

1. During our research we used version 13.



at most, a basic generic skill set. They know how, why,
and when to use tools widely used by both hackers and
vulnerability testers (e.g., nmap and Metasploit). However,
they are unable to develop such tools themselves or make
significant adjustments to them, nor do they have any
industrial or process knowledge. The former is a key
differentiating factor between unspecialized OT attackers
and cybercriminals, as characterized in Table E} In terms
of tools, the unspecialized OT attacker is limited to using
commodity and readily-available auxiliary tools that do
not require OT-specific (specialized) knowledge. In terms
of technical knowledge, the unspecialized OT attacker is
somewhat comparable to a script kiddie [21]]. However,
there are three main features distinguishing them from a
script kiddie. First and foremost, script kiddies are defined
as having little to no IT skills, whereas unspecialized OT
attackers do have a generic (but basic) skill set. The script
kiddie would be equivalent to, at most, basic user level of
knowledge and skills as characterized in Table E} Second,
script kiddies are often associated with performing untar-
geted cyber-attacks, whereas unspecialized OT attackers
perform targeted attacks. Lastly, opposed to script kiddies,
unspecialized OT attackers are well aware of the conse-
quences of their actions.

When characterizing an unspecialized OT attacker we
focus only on their technical skills. We explicitly do
not consider their intentions or other skills (e.g., social
skills). Thus, an unspecialized OT attacker could be very
proficient in convincing victims to click links or open
malicious files, just not in creating them. Furthermore,
we do not profile the unspecialized OT attacker through
their working activities. Hence, it is possible for them
to bypass their employer’s external cyber-attack mitiga-
tion strategies, e.g., by using their own login credentials,
without necessarily having the technical skills to bypass
them otherwise. Although this is also an important aspect
of disgruntled employees (insider in Table [I); the insider
profile has, as required for their work activities (charac-
terized in Table [T), industrial- or process knowledge. This
knowledge is the key differentiating factor between an
insider and a unspecialized OT attacker. Namely, having
this knowledge allows engineers to perform malicious
activities using only auxiliary tools, such as PLC program-
ming software, whereas supporting staff may have to use
commodity tools to achieve the same outcome.
Examples. An example of a unspecialized OT attacker is
Jesse Willian McGraw, a janitor who installed malware on
computers of a hospital where he was employed. Among
the affected systems there was a HVAC system [22].
According to reports, McGraw used his employee priv-
ileges to physically access these computers, bypassing
any external mitigations. Then, he used a commodity
tool named “OphCrack” to bypass the computers security
measures. Finally, he installed the (remote access) aux-
iliary tool “LogMeln” to gain persistence on the HVAC
system. During his trial, he admitted that he was aware of
the potential consequences, namely affecting temperature-
sensitive patient treatments and supplies. This classifies
him as a unspecialized OT attacker rather than a script
kiddie, due to him being aware of the consequences and
explicitly targeting these systems, or a disgruntled em-
ployee, due to him not having the specialized knowledge
to handle HVAC systems or enter them through legitimate

means, i.e., valid credentials.

By contrast, someone who is not a unspecialized OT
attacker, but a disgruntled employee, is Vitek Boden,
who caused the Maroochy Shire sewage spill [23]]. Boden
was a contractor in charge of installing radio-controlled
sewage equipment in Maroochy Shire who used stolen
radio equipment (an auxiliary tool) to issue malicious
commands to the sewage system causing raw sewage
spill. He could issue these commands by tuning into the
frequencies of the radio-controlled equipment, spoofing
the sewers’ control system and spoofing one of the assets
in this system.

Although both examples abused their (ex-)employee
privileges and used auxiliary tools during the attacks,
Boden had the industrial and process knowledge to use
the specialized tool that caused the spill.

5. Tool Usage in Past OT Cyber-Attacks

We determine that the unspecialized OT attacker is a
credible threat by reasoning about the tools and capabili-
ties needed to carry out past OT-related cyber-attacks, and
verifying if they are compatible with this attacker profile.
To do so, we first present a methodology to analyze our
cyber-attack data set and identify those that could possibly
have been performed by an unspecialized OT attacker. It
is important to note that our intention is not to identify
cyber-attacks that have been performed by unspecialized
OT attackers, but to identify those that are compatible with
their capabilities. The reason for doing so is that more
advanced threat actors can also solely rely on skills and
tools matching those of an unspecialized OT attacker [3|],
thus making it impossible to determine their profile only
from the tools used. However, through our methodology,
we can argue that those cyber-attacks could have been
performed by an unspecialized OT attacker, regardless of
the threat actor’s actual capabilities.

5.1. Tool Mapping & Identification Methodology

We aim to identify tool usage in OT-related cyber-
attacks in relation to our unspecialized OT attacker defi-
nition as unambiguously as possible. To do so, we created
the following tool mapping scheme, which maps, per
cyber-attack, the ATT&CK for ICS tactics to one of the
ten classification options presented in this section. The
goal of this scheme is to identify the type of tools and
required skill set at each step of the cyber-attacks consid-
ered in our study. We chose to use factics as cyber-attack
step representation as they depict the distinct objectives a
threat actor could want to achieve (with the help of tools),
and they are widely accepted in the community. This rep-
resentation method is more suitable for our research than,
e.g., the ICS cyber kill chain [24]], as that representation
focuses more on the preparation of a cyber-attack and
actions taken to ensure successful execution, rather than
the execution itself.

We derived the methodology classification options
from the tool classes described in Section [3.I] and we
extended it with a “non-cyber" class, which we use to
indicate that a step was performed by physically accessing
and exploiting the victim asset(s). To achieve the required
granularity for this research, we split the auxiliary and



Table 3. TOOL CLASSIFICATION OPTIONS

Table 4. UNSPECIALIZED OT ATTACKER MATCHING CLASSIFICATION

non-cyber classes into three classifications: “conforming",
“non-conforming", and “unknown", to model to what ex-
tent the use of these tools required knowledge compat-
ible with the unspecialized OT attacker profile, i.e., if
specialized knowledge was required, or if there is not
enough information available in our cyber-attack sources
to determine this. We provide the complete list of the
classification options in Table [3] and a more extensive
description in Appendix

During the mapping process we relied on the writ-
ten information in the cyber-attack sources as much as
possible. However, because most sources do not provide
a detailed description of each step (i.e., they do not
mention what exact tool is used and how), we inferred
most of the mappable information. To remain as objec-
tive as possible, the level of inference was kept at a
minimum and only used when the required information
could be inferred beyond reasonable doubt. For example,
consider the execution of the cyber-attack wherein Alisha
Sult, who was employed as a lift operator, tampered
with the Gondola Transit System in Colorado, causing
multiple shutdowns [25]. We can only infer that a non-
cyber method was used; however, further inferring what
happened is unfeasible due to her non-technical job de-
scription (leaning towards confirming) combined with the
amount of work required to determine and fix the root
cause (leaning towards non-confirming). Hence, execution
is mapped to non-cyber unknown for this cyber-attack.

We used multiple procedures that allow us to compen-
sate for such sparse mappable information, and to capture
the nuances of tool usage during cyber-attacks, while still
maintaining a realistic and credible mapping. Namely, a)
how to classify tactics when multiple tools of varying
classes are used, b) how to map the use of login credentials
(i.e., information-based auxiliary tools) in initial access
cases, ¢) how to map the access to auxiliary tools obtained
through previous steps during a cyber-attack, d) how to
consider the possible commoditization of non-commodity
tools over time, e) how to classify tactics for which
mappable information is almost never available. Note that
the last point led us to exclude the privilege escalation
from the mapped tactics. We provide in Appendix [B] the
codebook allowing one to reproduce our mapping.

OPTIONS.
Category Description
Commodity Commodity tool(s) used. Tactic Options
Non-commodity | Custom or not seen before tool(s) used. Initial access All classification options
Auxiliary Auxiliary tool(s) used in a way that did not Execution
conforming require process- or industrial knowledge. Persistence
Auxiliary Auxiliary tool(s) used that required process- or Evasion
non-conforming | industrial knowledge. Discovery . e ) .
Auxiliary Auxiliary tool(s) used, but no further classifiable Lateral movement ]2321?;;??0;1%;12222‘;)Vnofto:)r:;l'}ljme J
unknown information is available. Collection
Non-cyber Directly abused the victim asset in a way that Command and control
conforming did not require process- or industrial knowledge. Inhibit response function
Non-cyber Directly abused the victim asset in a way that Impair process control
non-conforming required process- or industrial knowledge.
Non-cyber Directly abused the victim asset, but no further
unknown classifiable information is available. 5.1.1. Unspecialized OT Attacker Identification
Unknown Tactic was performed by adversaries, but no . . . .
further classifiable information is available. Scheme. Table summarizes the classification options
Not performed Tactic not performed by adversaries. that match the unspecialized OT attacker profile per factic.

We allow all initial access classifications. We include
non-cyber non-conforming and auxiliary non-conforming
to fit the profile of a unspecialized OT attacker possibly
having insider access. Through this reasoning, we also
include the auxiliary- and non-cyber-based unknown-
classifications, as all their “known" counterparts are part
of the profile. We include non-commodity because we
argue that if the remaining factics match the profile, the
cyber-attack could have been performed by a profile-
matching insider as well, regardless of how access was
acquired. Consequently, unknown can be included, as the
profile matches in all other cases.

The remaining tactics should be mapped to either com-
modity, auxiliary conforming, non-cyber conforming, or
not performed, as by definition they match the unspecial-
ized OT attacker profile. Conversely, non-commodity and
non-conforming classifications are excluded by definition.
Indeed, the latter is in contrast with unspecialized OT
attackers possibly having insider access. However, this
exclusion allows us to distinguish between insiders with
specialized knowledge and insiders with supporting roles
within an organization, i.e., those without that knowledge.
We further exclude all unknown-related categories due to
the uncertainty and possible misclassifications that they
introduce. This exclusion allows us to be conservative in
our identification by not erroneously identifying cyber-
attacks as unspecialized OT attacker-compatible.

5.2. Data Collection

Most of the cyber-attacks analyzed during this re-
search come from the Operational Technology Cyber-
Attack Database (OTCAD) [2], which consists of OT-
related cyber-attacks occurred between 1988 and 2020.
We extended this data set with cyber-attacks from 2021
and 2022 through ICSSTRIVE [26]] and Mandiant’s re-
search [11f], using OTCAD’s principles, i.e., we only
consider cyber-attacks related to the OT environment of
an organization. The resulting data set contains 190 cyber-
attacks. E] However, not all attacks in this data set are
suitable for this research, either due to their nature (as
will be explained below) or the lack of (publicly available)
information needed to evaluate them. After filtering the

2. This set includes the Oldsmar Water Treatment attack despite the
conflicting opinions about its factuality.



cyber-attacks based on these criteria, we obtain a data set
of 47 cyber-attacks.

First, we removed cyber-attacks without publicly avail-
able specifics of their lateral movement. We made this
decision because we believe that the complexity of this
step heavily depends on the victim’s implemented cyber-
security measures, which can vastly differ between orga-
nizations, and thus can require a vastly varying skill level
to perform successfully. Hence, if the lateral movement
specifics are unknown, we cannot reliably reason about
the capabilities required for these cyber-attacks, and thus
cannot determine if they match the unspecialized OT
attacker profile. For example, consider the LockerGoga
ransomware attack on Norsk Hydro [27]. It is known that
this ransomware was deployed via Norsk Hydro’s domain
controller and that LockerGoga does not have any intrinsic
propagating capabilities [28]], thus lateral movement must
have happened using a different tool. Depending on Norsk
Hydro’s cybersecurity measures, this might have required
a non-commodity tool. As this information is unknown to
us, we cannot reasonably classify which tool was used.
In turn, we are unable to identify the required capabilities
for this cyber-attack, making this and similar cyber-attacks
unsuitable for our research. This criterion also served as
a preprocessing optimization to our methodology as it
removed 101 cyber-attacks from the data set, including
all but two ransomware cases, limiting the amount of
incidents for which a full mapping was needed.

Second, we removed all cyber-attacks characterized
by a worm-type malware, as the untargeted nature of
worms makes them incompatible with the unspecialized
OT attacker profile. Furthermore, as worms are released
by their creator with the intention to spread as much as
possible, we cannot establish if a specific incident has
happened due to the original or following releases of
the worm. For example, the Conficker worm has been
active between 2008 and (at least) 2017 [29]. Hence, it
is impossible to determine if it was released again by
someone other than its creator, and with what intentions.

Lastly, we excluded all the cyber-attacks whose only
impact was the theft of non-OT related information from
OT-centered organizations as, by definition, they do not fit
the OT-targeting nature of the unspecialized OT attacker.
For example, the Night Dragon attacks [3|]. Even though
these cyber-attacks specifically targeted oil, energy, and
petrochemical organizations, the threat actors were col-
lecting operations and project-financing information. This
information is not related to the OT subsystem of these
organizations, nor do they require specialized knowledge.
Hence, these cyber-attacks are essentially generic IT-based
ones, thus not matching the scope of our research.

5.3. Results

Figure [I] shows the number of unspecialized OT at-
tacker profile matches, as defined in Section m com-
pared to the number of cyber-attacks in our filtered data set
per year. In total, we identify 18 cyber-attacks that could
have been performed by an unspecialized OT attacker out
of the 47 considered, i.e., ~ 38.3%. We see that, from
2009 onward, cyber-attacks matching this profile become
regular occurrences. Such a finding is in line with our
hypothesis, i.e., that unspecialized OT attackers appeared
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Figure 1. Total attacks and unspecialized OT attacker profile matching
attacks per year.

around 2010, when a shift in OT-related cyber-attacks
occurred. The single instance in 2007 originates from
an attack where a disgruntled system administrator of a
manufacturing company deleted server boot files, causing
a downtime of several days in both the operational and
enterprise aspects of the company [30]. Although this
is an IT-centered attack, it caused a significant loss in
productivity, hence it is included in the data set. In our
opinion, the first distinct occurrence of an unspecialized
OT attacker-matching cyber-attack, used as an example
in Section @] was in 2009. The threat actor abused his
employee status to gain physical access to, among others,
the HVAC system of a hospital, used commodity tools to
bypass authentication mechanisms of this system, and an
auxiliary tool to gain persistence to the system. Although
this is also an IT-centered attack, it compromised the
integrity of the HVAC system and, in turn, could have
impacted the operations of the hospital.

These two examples do not mean that unspecialized
OT attackers can only perform IT-centered cyber-attacks
with an OT impact, i.e., where no specialized knowledge
is required in any case. We also observe OT-centered
cyber-attacks that could have been carried out by an
unspecialized OT attacker, including those that would
require specialized knowledge if not for readily-available
tools. For example, in 2022, the SiegedSec group attacked
systems using two OT-exclusive protocols, namely IEC
104 and Ethernet/IP, by using Metasploit modules [[10]].
It is unknown, but improbable, the attackers had the spe-
cialized knowledge to perform these cyber-attacks with-
out these tools. However, the existence of these tools
enables everybody with generic knowledge (i.e., how to
use Metasploit) to attempt these attacks, leading to our
threat actor profile.

Figure 2] reports the classified ractics used in profile-
matching cyber-attacks. Note that in our methodology,
evasion is mapped to not performed if the respective infor-
mation sources do not report about this step. Furthermore,
unknown and auxiliary non-conforming are only valid for
initial access, because of the unspecialized OT attacker
profile definition (see Section [5.1.1).

As can be derived from the high number of not
performed classifications, during most cyber-attacks one
or more tactics were not performed. This correlates with
the noticeably low complexity of these profile-matching
cyber-attacks (discussed further in Section [7). For exam-
ple, consider the GhostSec group who attacked multiple
Berghof PLCs, which were seemingly directly accessible
from the Internet [31]]. These cyber-attacks consisted of
accessing the web interface of the PLCs and stopping the
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Figure 2. Stacked bar graph showing the obtained classifications per fac-
tic of the cyber-attacks matching the unspecialized OT attacker profile.

execution of the user program. They were not required
to pivot through an organization’s enterprise network to
access the PLCs (lateral movement) or maintain a foothold
there (persistence).

Considering the five cyber-attacks that have auxil-
iary non-conforming mapped to initial access, i.e., cyber-
attacks performed by insiders, none of the threat actors
were employed in a role that suggested that they had
any industrial or process knowledge. Next to these five,
another profile-matching cyber-attack can be attributed
to an insider, namely the example given in Section []
Notably, this is the only of the six insider cases where the
threat actor did not have a technical background, in the
other cases they all had an IT-related job description. This
indicates that all insiders should be considered a potential
threat to the OT environment of an organization, not just
those with specialized knowledge or those related to the IT
environment of an organization. These six insider attacks
all happened between 2007 and 2011, and make up all but
one of the profile-matching attacks in that period.

Table [5] shows a timeline of the number of performed
tactics per year. This shows that the arguably more ad-
vanced tactics, i.e., those in the middle of the cyber-
attack steps, only started being used more recently. The
same holds for the usage of commodity tools, as opposed
to auxiliary tools. The outliers in 2009 are from the
previously mentioned non-IT background insider, who
relied largely on commodity tools. This correlates with
our reasoning that insiders with relevant knowledge can
perform malicious actions using the available auxiliary
tools at their disposal, as opposed to needing malicious
tools.

We derive two more observations from Table [3} First,
in 2009, 2012, 2015, and 2021, not all cyber-attacks had a
mapping to either inhibit response function or impair pro-
cess control, meaning that there was no (noteworthy) OT-
related impact. Still, we consider these cyber-attacks in our
data set as the threat actors in question gained access to
an OT environment and compromised its integrity. If they
had other intentions, these cyber-attacks could have had an
OT-related impact. Second, the threat actor of the cyber-
attack in 2014 only performed initial access, without any
execution or other tactics. As described in [32]], the threat
actor simply gained access to an OT-related system; they
did not attempt to perform any other activities. Although

we do not know the threat actor’s intentions, we can argue
that due to no other activities being tried, the threat actor
might have been aware of potential consequences and
decided not to pursue the attack further. This matches the
unspecialized OT attacker’s characteristics.

Lastly, we identified the industries in which the profile-
matching cyber-attacks took place to determine if attacks
compatible with the unspecialized OT attacker are inher-
ent to a specific domain. As can be seen in Table [@] this
is not the case. The threat the unspecialized OT attacker
poses should thus be considered by all industries.

6. Readily-Available Tools on The Internet

Next to identifying past cyber-attacks that could have
been performed by the unspecialized OT attacker, we
carry out an empirical study on commodity tools currently
available in underground markets and on the clearnet.
Our goal is to identify tools that can be used by an un-
specialized OT attacker during OT-related cyber-attacks,
confirming that it is possible to perform them solely using
readily-available tools today. Specifically, we looked for
software, exploits, and information, such as tutorials or
access to organizations. Note that our intention is only
to show the feasibility of OT-related cyber-attacks by an
unspecialized OT attacker, not to create an exhaustive list
of the commodity tools available to perform them. To
show that these tools exist for each cyber-attack step, we
again leverage the ATT&CK for ICS ractics.

During our tool search, we used two sets of keywords,
one set for underground markets and one set for the
clearnet, due to the differences in format and the type
of tools that they advertise. The studied clearnet sources
consist exclusively of exploit listings, without any mean-
ingful form of interaction possible between the creator and
(potential) user. Hence, we created a set of keywords for
the clearnet that consists solely of OT vendor names. Con-
versely, the studied underground markets are forum-based
and include, next to the marketplace, also boards with
discussions about tools. To be able to identify OT-related
discussions on these forums, we included general OT-
related terminology, common OT-using industries, and
popular protocols in this set of keywords.

6.1. Underground Markets

We focused on three hacking-centered markets to
which we have access and deemed relevant for this study:
two Russian-speaking and one English-speaking market.
We do not refer to these markets by name in this paper,
as this might undermine our future monitoring capabili-
ties of these marketsﬂ Note that, due to our inability to
read Russian, we asked a Russian-speaking cybersecurity
professional to translate our keywords to ensure that the
context of our keywords did not get lost, which might
happen when using an online translator.

‘We used the evaluation criteria set in [33]] to determine
the credibility of these markets, namely a) enforcement
of market regulation mechanisms, b) evidence of trade,
and c) presence of prominent attack tools reported by
the industry. We apply this strategy to ensure that we are

3. We will share the names of the studied markets in private at request.



Table 5. NUMBER OF PERFORMED TACTICS IN PROFILE-MATCHING CYBER-ATTACKS PER YEAR.

Tactic 2007 | 2009 | 2010 | 2011 | 2012 | 2014 | 2015 | 2016 | 2018 | 2020 | 2021 | 2022
Initial access 1 4 1 1 1 1 1 2 1 1 2 2
Execution 1 4 1 1 1 1 2 1 1 2 2
Persistence 1 2 1 1

Evasion 1

Discovery 1 1 1

Lateral movement 2 1 1

Collection 1 1
Command and control 1 1 1 1

Inhibit response function 1 1 1 1

Impair process control 1 2 1 1 2 1 1 1 2

x = first year a commodity tool classification occurred.

Table 6. UNSPECIALIZED OT ATTACKER PROFILE MATCHES PER
INDUSTRY.

Industry Count
General manufacturing 1
Transportation
Healthcare

Power and utilities
Petroleum
Automotive
Water/waste water
Unknown

BB =D = B W

considering relevant markets [34]]. The considered markets
all pass the evaluation. The details of this evaluation can
be found in Appendix

To search for threads containing our set of keywords,
rather than using scrapers (as usually done in underground
market research such as [34], [35]]), we used the built-in
search functionalities of the markets. This strategy allowed
us to quickly go through multiple years of forum posts.
Our keywords had a low hit rate, as further discussed
in Section [6.3] which enabled us to manually process
the search results. This method had the added benefit of
avoiding being banned from these forums, as the Russian-
speaking markets explicitly forbid scrapers. We searched
for keywords in full threads, but only processed threads
that had potentially relevant titles.

6.2. Clearnet

We also looked into three clearnet-accessible exploit
listings: namely Oday.today, exploit-db.com, and Metas-
ploit. We name these sources here because it does not
interfere with our anonymity: the former does not require
any account for the part we scraped and the latter two
are publicly accessible by nature. Note that we discuss
Oday.today in this section as it vastly differs from the other
underground markets, i.e., the lack of discussions and no
account required to browse the listings.

We only scraped these listings for keywords consisting
of OT vendor names because of the way exploits are
listed: vendor name, software / embedded system name,
and usually version number. As a result, there was no
reason to search for other OT-related terms. We created the
list of vendors from those mentioned in the ICS Shodan
protocol list [36], combined with those listed in [37]]. Note
that, due to the vast heterogeneity of OT vendors [38]] and
the nature of this research, we only searched for a limited

set of vendors. However, to widen our search, we also
included all Metasploit exploits categorized as “SCADA".

As the three sources overlap in exploits that they
advertise, we manually removed all duplicates based on
their vulnerability disclosure identifier (whenever possi-
ble), software name, version, and type of exploit com-
bination. In uncertain cases, we compared the exploits,
e.g., for two exploits where one only included the major
version number and another the complete version number.
Furthermore, we ensured that we only included relevant
exploits, i.e., those of software and embedded systems
exclusively used in OT environments. This extra step had
to be performed as some of the vendors also produce
non-OT-related assets (e.g., Toshiba). For example, we
removed the exploits related to the Toshiba e-Studio,
which is an office printer.

We categorized the exploits by their target (Windows-
based software or embedded system) and their purpose.
We make this distinction between targets because of the
generic skill set that is usually associated with software
exploit development, as opposed to the specialized knowl-
edge usually required for developing embedded system
exploits. Furthermore, through these classifications, we
show that exploits exist for all assets found in OT en-
vironments, not just for those also found in traditional
IT environments (such as Windows-based computers). We
use the following categories: arbitrary execution, denial
of service, web-based exploits, exposure of (potentially)
sensitive information, remote file Create, Read, Update,
and Delete (CRUD), authentication and authorization by-
pass, and protocol-native commands. More details about
these categories, such as their definitions and our reasons
for grouping them can be found in Appendix [C| We use
this categorization as it enables us to concretely show how
these exploits can be used in the context of factics.

6.3. Results

During our underground market study, we did not find
any noteworthy OT-tailored tools, except for access to
OT-centered organizations. It is important to note that,
as argued by Campobasso et al. in [34], our lack of
findings does not mean that there are no OT-tailored tools
available in underground markets, only that they are not
being discussed or sold on those we studied. The tools be-
ing advertised on these markets included general-purpose
information stealers, crypto-related malware, access into
organizations, and bulletproof hosting. Furthermore, we



Table 7. MAPPING BETWEEN EXPLOIT CATEGORIES AND ATT&CK
FOR ICS TACTICS.

Exploit category Tactics

Arbitrary execution Inhibit response function, Impair pro-
cess control, Execution, Privilege esca-

lation

Denial of service Inhibit response function, Impair pro-

cess control

Web-based exploits Initial access

Initial access, Lateral movement,
Collection

Exposure of (potentially)
sensitive information

Remote file CRUD Persistence, Collection

Authentication or
authorization bypass

Initial access, Lateral movement,
Persistence

Table 8. NUMBER OF IDENTIFIED EXPLOITS PER EXPLOIT CATEGORY
AND TARGET.

Embedded System
(protocol-native)

Arbitrary execution 28 (10) 79
Denial of service 13 (1) 11
Web-based exploits 14 4
Exposure of (potentially)

Exploit category Software

e g . 17 9) 13
sensitive information
Remote file CRUD 4 (1) 10
Authentication or 15 20

authorization bypass

also found advertisements of cracked CobaltStrike ver-
sions and other commodity tools intended for legitimate
penetration testing. These generic tools are relevant as
they can (and have) help(ed) threat actors during OT-
related cyber-attacks [[7]. For example, CobaltStrike assists
in performing nearly all tactics. Therefore, these under-
ground markets provide threat actors with tools to perform
most factics, except for OT-specific ones, namely inhibit
response function and impair process control.

Interestingly, tools supporting these two factics can be
easily acquired via the clearnet. Table [/| shows our map-
ping from exploit categories to tactics, the most relevant
being arbitrary execution and denial of service, which are
both mapped to these factics. As summarized in Table
we identified in total 228 exploits published between 2008
and 2022. The majority of these exploits are categorized
either as arbitrary execution or denial of service. Indeed,
these exploits are not necessarily abusable by a basic
skilled threat actor such as the unspecialized OT attacker;
for example, they could require the threat actor to write
their own shell code. However, when combined with tools
available via underground markets such as CobaltStrike,
which provides the relevant shell code, lower skilled threat
actors might still be able to use them.

Furthermore, a sizeable number of exploits (91) tar-
get embedded systems, i.e., specialized hardware (such
as PLCs). Although their development usually requires
specialized knowledge, this is not necessarily required
for using them. For example, the protocol-native exploits
we identified are paired with the code that executes the
exploits for its user, only requiring the target’s neces-
sary information, such as its IP address. In turn, when
commoditized, these exploits can be used by any generic
skilled threat actor without them ever needing specialized
knowledge. For example, the SiegedSec case described in
Section [5.3] uses one of these exploits.

7. Discussion

The Unspecialized OT Attacker Prevalence. The results
presented in Sections [5.3] and [6.3] show that the unspe-
cialized OT attacker is a realistic threat to OT and that
this threat actor could successfully perform OT-related
cyber-attacks today. In particular, we see that a significant
percentage (38.3%) of the cyber-attacks in our data set
could have been performed by an unspecialized OT at-
tacker. However, there are nuances that we must consider
when discussing this percentage, which can potentially
influence the magnitude of our results and claims. First,
note that when filtering our data set from the complete
set of 190 cyber-attacks, we tried to be as conservative as
possible w.r.t. the criteria for unspecialized OT attacker-
profile matching. For instance, we removed cyber-attacks
where lateral movement information is not available. Due
to this choice, a set of 58 ransomware attacks were not
included in our dataset. In all likelihood, a (significant)
subset of these ransomware attacks is compatible with the
capabilities of the unspecialized OT attacker, especially
considering the state of cybersecurity measures in most
OT environments. Furthermore, we can only reason about
publicly reported OT-related cyber-attacks. Reports of OT-
specialized cybersecurity organizations show that there
are considerably more OT-related cyber-attacks every year
than made public. For example, the low-sophistication
cyber-attacks studied by Mandiant [[11]] consist primarily
of “non-public" attacks, indicating that the unspecialized
OT attacker might be more prevalent than we can observe.
These nuances, and recognizing that more advanced threat
actors can also solely use unspecialized OT attacker-
matching tools for their attacks, make it unfeasible to rea-
son quantitatively about the prevalence of this threat actor
profile. We can however conclude that the unspecialized
OT attacker is a realistic threat.
Low Complexity of Profile-Matching Cyber-Attacks.
As shown in Figure [J] the tactics in profile-matching
cyber-attacks are largely mapped to not performed.
Through these not performed mappings, we can infer
the following aspects about these cyber-attacks. The not
performed persistence mappings indicate that the threat
actors did not require any repeated access to their victims’
systems. Furthermore, the not performed discovery and
lateral movement mappings indicate that the threat actors
did not need to pivot through a network, meaning that the
victims’ systems were directly accessible over the Internet.
For example, the GhostSec cyber-attacks described in
Section [5.3] did not require any of these three factics.
This does not mean that an unspecialized OT attacker
is unable to perform these tactics. Conversely, every factic
is mapped at least once, meaning that unspecialized OT
attackers are able to attempt them if they have to. Note
that their success is not a given, but depends on the
implemented cybersecurity measures by the targeted or-
ganization. However, during most profile-matching cyber-
attacks it was not required to perform these tactics in the
first place, indicating that the victim OT environments
allowed for such low-complexity cyber-attacks. In turn,
this shows that the lack of cybersecurity measures taken
by victim organizations also contributes to the feasibility
of the unspecialized OT attacker to perform these cyber-
attacks.



Relevance of OT-specific Exploits. We identified a size-
able list (228) of exploits for embedded systems and
software used exclusively in OT environments. However,
as mentioned in Section [6] the OT vendor market is quite
fragmented, and most use their own proprietary software,
protocols, and embedded device hardware. Hence, the
coverage of the exploits in terms of number of targetable
OT systems is probably smaller than what this number
might suggest. We also need to consider that most exploits
only work for a specific firmware and software version, so
older ones have less chance of working when patches are
available. Finally, we could not confirm that all identified
exploits work as advertised, as we could not systematically
test them with the diverse set of hardware, software and
versions they target. However, note that old exploits are
still very relevant: threat actors are known to use Metas-
ploit modules from 2012 [10], and vulnerabilities from
2016 are known to be still exploited in 2023 [39].

Threat Implications. The emergence of the unspecialized
OT attacker shows that it is becoming increasingly easier
to carry out OT-related cyber-attacks. As shown by our
research, this can be partly attributed to the increasing ac-
cessibility to tools allowing non-specialized threat actors
to attack OT environments. Furthermore, the IT/OT con-
vergence causes IT-centered cyber-attacks to impact OT
environments more likely as well, even unintentionally.

Remarkably, current OT-related cybersecurity research
focuses on the characteristics that make OT unique, such
as its uncommon and usually proprietary protocols, types
of assets unique to OT environments, and their pecu-
liarities. In turn, research in OT mostly targets cyber-
attack scenarios that involve threat actors with specialized
knowledge, i.e., highly skilled actors that develop the
tools themselves to perform the cyber-attacks in these
scenarios. Offensive security research may also benefit
unspecialized OT attackers and other generic skilled threat
actors, as most exploits identified during our clearnet
study were originally published by researchers. Note that
we are not advocating for security-by-obscurity here or
that such research must not be made public. However,
we recognize that cyber-attacks described in [[10] have
made use of research-intended tools published in 2012
for malicious purposes in 2022. Our study indicates that
it is also necessary to study effective defenses against low-
complexity cyber-attacks on OT, particularly targeting the
intersection between IT and OT. For instance, studying
how traditional (IT) cybersecurity measures could be ef-
fectively applied to OT, such as the timely implementation
of patches, which could help improve protection against
such lower sophistication cyber-attacks. According to our
study, even with the most conservative approach, i.e., not
matching any removed cyber-attacks from the data set,
9.5% of the 190 cyber-attacks could have been performed
by a non-specialized threat actor such as the unspecialized
OT attacker. We believe the efforts of the community in
this direction should follow a multi-disciplinary approach
involving both technical countermeasures and organiza-
tional aspects, such as how to effectively employ these
countermeasures in real-world scenarios.
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8. Conclusion

In this paper, we identified and formalized a new
threat actor profile, i.e., the unspecialized OT attacker, that
successfully performs OT-related cyber-attacks without
the specialized knowledge often thought to be needed
for such cyber-attacks. At the time of writing, although
informally acknowledged by some previous research [[11]],
this threat actor has not been formally profiled in literature,
nor has the prevalence of cyber-attacks compatible with
this profile been studied. We profiled the unspecialized
OT attacker by means of the tools available to them
and their skill set, i.e., the lack of specialized (OT)
knowledge. We showed that this threat actor profile is not
just theoretical, by identifying 18 past cyber-attacks that
match the unspecialized OT attacker profile, out of 47
we deemed suitable for our research. Finally, we showed
that today threat actors can perform OT-impacting cyber-
attacks through tools available on the Internet. We iden-
tified 228 exploits for embedded systems and (Windows-
based) software used exclusively in OT environments that
can help threat actors to perform cyber-attacks to OT
without specialized knowledge.

As future work, we would like to explore the like-
lihood of the identified exploits being useful in a given
OT-related cyber-attack. Furthermore, we would like to re-
search the effectiveness of using solely IT-intended cyber-
attack tools in OT environments, to see what IT mitigation
strategies should be considered in such environments.

Data Availability

The unprocessed results of this paper can be found
in [40]]. These results consist of the filtered data set of
mapped cyber-attacks used in Section [5] and the catego-
rized list of exploits used in Section @ Furthermore, the
keyword sets used in Section [6.1] and Section [6.2] can be
found in [40].
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